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QUESTION 1

Which of the following attacks allows an attacker to sniff data frames on a local area network (LAN) or stop the traffic
altogether? 

A. Port scanning 

B. ARP spoofing 

C. Session hijacking 

D. Man-in-the-middle 

Correct Answer: B 

 

QUESTION 2

Which of the following information must the fragments carry for the destination host to reassemble them back to the
original unfragmented state? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Offset field 

B. MF flag 

C. Length of the data 

D. IP identification number 

E. IP address 

F. MAC address 

Correct Answer: ABCD 

 

QUESTION 3

An attacker makes an attempt against a Web server. The result is that the attack takes the form of URLs. These URLs
search for a certain string that identifies an attack against the Web server. 

Which IDS/IPS detection method do the URLs use to detect and prevent an attack? 

A. Policy-based detection 

B. Honey pot detection 

C. Anomaly-based detection 

D. Signature-based detection 
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Correct Answer: D 

 

QUESTION 4

Session splicing is an IDS evasion technique in which an attacker delivers data in multiple small-sized packets to the
target computer. Hence, it becomes very difficult for an IDS to detect the attack signatures of such attacks. 

Which of the following tools can be used to perform session splicing attacks? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Y.A.T. 

B. Fragroute 

C. Whisker 

D. Nessus 

Correct Answer: CD 

 

QUESTION 5

You work as a Network Administrator for ABC Inc. The company has a Windows Server 2008- based 

network. You have created a test domain for testing IPv6 addressing. 

Which of the following types of addresses are supported by IPv6? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Broadcast 

B. Multicast 

C. Anycast 

D. Unicast 

Correct Answer: BCD 
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