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QUESTION 1

Jain works as a Security Manager for ABC Inc. The company has a Windows-based network. 

Jain has been assigned a project to detect the services used by an attack to access the network. For this purpose, he is
required to use the predefined service objects of the rulebase. This predefined service object defines the services used
in the attack to access the network. 

Which of the following objects will he create when he finds that the attack is not defined in the predefined service
objects? 

A. Custom service objects 

B. Compound attack objects 

C. Signature attack objects 

D. Protocol anomaly attack objects 

Correct Answer: A 

 

QUESTION 2

Which of the following attacks are prevented from a mutual authentication solution? Each correct answer represents a
complete solution. (Choose all that apply.) 

A. Phishing 

B. Eavesdropping attack 

C. Man-in-the-middle attack 

D. Hijacking 

Correct Answer: ACD 

 

QUESTION 3

You work as a Network Administrator for Net Perfect Inc. The company has a Windows Server 2008 network
environment. The network is configured as a Windows Active Directory-based single forest single domain network. The
network is configured on IP version 6 protocol. All the computers on the network are connected to a switch device. One
day, users complain that they are unable to connect to a file server. You try to ping the client computers from the server,
but the pinging fails. You try to ping the server\\'s own loopback address, but it fails to ping. You restart the server, but
the problem persists. 

What is the most likely cause? 

A. The server\\'s NIC is not working. 

B. Automatic IP addressing is not working. 
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C. The server is configured with unspecified IP address. 

D. The cable that connects the server to the switch is broken. 

E. The switch device is not working. 

Correct Answer: A 

 

QUESTION 4

Which of the following limits the number of packets seen by tcpdump? 

A. IFilters 

B. Sender filtering 

C. Recipient filtering 

D. BPF-based filter 

Correct Answer: D 

 

QUESTION 5

You work as a Desktop Support Technician for umbrella Inc. The company uses a Windows-based network. An
employee from the sales department is facing problem in the IP configuration of the network connection. He called you
to resolve the issue. You suspect that the IP configuration is not configured properly. You want to use the ping
command to ensure that IPv4 protocol is working on a computer. 

While running the ping command from the command prompt, you find that Windows Firewall is blocking the ping
command. 

What is the cause of the issue? 

A. Core Networking Firewall rules do not allow IPv4 or IPv6. 

B. Windows Firewall blocks the command line tools. 

C. Windows Firewall rules do not allow Core Networking Tools. 

D. Core Networking Firewall rules do not allow ICMPv4 or ICMPv6 Echo Requests. 

Correct Answer: D 
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