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QUESTION 1

You work as a Network Administrator for a bank. For securing the bank\\'s network, you configure a firewall and an IDS.
In spite of these security measures, intruders are able to attack the network. After a close investigation, you find that
your IDS is not configured properly and hence is unable to generate alarms when needed. 

What type of response is the IDS giving? 

A. False Negative 

B. False Positive 

C. True Positive 

D. True Negative 

Correct Answer: A 

 

QUESTION 2

Which of the following commands can change the IOS to be loaded in a router? 

A. reload system 

B. reboot system 

C. boot system 

D. load system 

Correct Answer: C 

 

QUESTION 3

You work as a Network Administrator for ABC Inc. The company has a TCP/IP-based routed network. You have
recently come to know about the Slammer worm, which attacked computers in 2003 and doubled the number of infected
hosts every 9 seconds or so. Slammer infected 75000 hosts in the first 10 minutes of the attack. To mitigate such
security threats, you want to configure security tools on the network. 

Which of the following tools will you use? 

A. Intrusion Detection Systems 

B. Anti-x 

C. Intrusion Prevention Systems 

D. Firewall 

Correct Answer: C 
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QUESTION 4

Sam works as a Security Manager for ABC Inc. He has been assigned a project to detect reconnoitering activities. For
this purpose, he has deployed a system in the network that attracts the attention of an attacker. 

Which of the following rulebases will he use to accomplish the task? 

A. Backdoor rulebase 

B. Network Honeypot rulebase 

C. Exempt rulebase 

D. SYN Protector rulebase 

Correct Answer: B 

 

QUESTION 5

SSH is a network protocol that allows data to be exchanged between two networks using a secure 

channel. 

Which of the following encryption algorithms can be used by the SSH protocol? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. DES 

B. Blowfish 

C. RC4 

D. IDEA 

Correct Answer: ABD 
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