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QUESTION 1

The diag sys session list command is executed in the CLI. The output of this command is shown in the exhibit.

session info: proto=06 proto state=11 duration=539 expire=357 [ timeout=3600
Hags=00000000 sockflag=00000000 sockport=80 av_idx=0 use=5
origin-shaper=guarantee- {UEhps prio={ guarantes [/88 e may 1342177 28Fec
traffic 123/5ec

reply-shaper=Ilow-priority prio=3 guarantee O/sec max | 342 {77 28sec traffic 1i5/sec
per in shaper=

b jd=( hakey=1335

policy dir=0tunnal=/ L 4
state=redir local may_dirty ndr oz rs rem
statistic{bytes/packets/allow err): ore=3201/3 o ?;E’pﬁ y=2672/5&1 tuples=3
orgin-=sink: org pre-=post, reply pre- ?p.ﬂst cfe‘w‘—g—?ig =0

eWy=70.27 192 1f1G2. 1682022 L

Aook=post dir=org act=snat [92. 158, Z'GB e 31’ 96—

=128 10058, 53:80(76.27. 195,147 58&'8)

hook=pre dir=reply act=dnat 128 350 58.53:80-

>76.27.105.147: 5861 8(192. Ja8.M03.2:3195)

hook=post dir=reply aﬂf_ﬂﬂﬂp/fzg [00.58 53:80-= 192,168 203.2: 31 96(0.0.0.0:0)
posithefore,affer) ONG.0), ﬂ:’g@ )

mise=0 policy id=101dipolicy id=0 auth info=0chk client info=0vd=0
serial=00115cae tos={71 app ist=2000 app=0

dd_type=0dd e id=0

per ip bandwidth meter: addr=102.168.203.2, bps=1551

\-\.

!
r

Based on the output from this command, which of the following statements is correct?
A. This is a UDP session.

B. Traffic shaping is being applied to this session.

C. This is an ICMP session.

D. This traffic has been authenticated.

E. This session matches a firewall policy with ID 5.

Correct Answer: B

QUESTION 2
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What advantages are there in using a fully Meshed IPSec VPN configuration instead of a hub and spoke set of IPSec
tunnels?

A. Using a hub and spoke topology is required to achieve full redundancy.
B. Using a full mesh topology simplifies configuration.

C. Using a full mesh topology provides stronger encryption.

D. Full mesh topology is the most fault-tolerant configuration.

Correct Answer: D

QUESTION 3

A FortiGate unit is configured with multiple VDOMs. An administrative account on the device has been assigned a
Scope value of VDOM:root.

Which of the following items would an administrator logging in using this account NOT be able to configure?
A. Firewall addresses

B. DHCP servers

C. FortiGuard Distribution Network configuration

D. PPTP VPN configuration

Correct Answer: C

QUESTION 4

Which of the following report templates must be used when scheduling report generation?
A. Layout Template

B. Data Filter Template

C. Output Template

D. Chart Template

Correct Answer: A

QUESTION 5

The eicar test virus is put into a zip archive, which is given the password of "Fortinet" in order to open the archive.
Review the configuration in the exhibits shown below; then answer the question that follows. Exhibit A Antivirus Profile:
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Exhibit B Non-default UTM Proxy Options Profile:

Protocol Port Mapping
Enable

Protocol spection Port(s)
HTTP 7 Any @ Specify a080
SMTP & Any @ 5peciﬁ95

i
POP3 @ Any @ wﬁr 110
IMAP ® Any@peciﬁr 143

FTP ) @ Specify 21

NNTP ébmw @ Specify 119
MAPI 135

DNS 53

HEIHHHHHHI

Exhibit C DLP Profile: Which of one the following profiles could be enabled in order to prevent the file from passing
through the FortiGate device over HTTP on the standard port for that protocol?

) Create New P |

’ T
1 Encrypted Block 5 PUP3, HIIP Dsablz ¥ :
o,
|~ Apply |

A. Only Exhibit A
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B. Only Exhibit B

C. Only Exhibit C with default UTM Proxy settings.

D. All of the Exhibits (A, B and C)

E. Only Exhibit C with non-default UTM Proxy settings (Exhibit B).

Correct Answer: C
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