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QUESTION 1

The diag sys session list command is executed in the CLI. The output of this command is shown in the exhibit. 

Based on the output from this command, which of the following statements is correct? 

A. This is a UDP session. 

B. Traffic shaping is being applied to this session. 

C. This is an ICMP session. 

D. This traffic has been authenticated. 

E. This session matches a firewall policy with ID 5. 

Correct Answer: B 

 

QUESTION 2
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What advantages are there in using a fully Meshed IPSec VPN configuration instead of a hub and spoke set of IPSec
tunnels? 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a full mesh topology simplifies configuration. 

C. Using a full mesh topology provides stronger encryption. 

D. Full mesh topology is the most fault-tolerant configuration. 

Correct Answer: D 

 

QUESTION 3

A FortiGate unit is configured with multiple VDOMs. An administrative account on the device has been assigned a
Scope value of VDOM:root. 

Which of the following items would an administrator logging in using this account NOT be able to configure? 

A. Firewall addresses 

B. DHCP servers 

C. FortiGuard Distribution Network configuration 

D. PPTP VPN configuration 

Correct Answer: C 

 

QUESTION 4

Which of the following report templates must be used when scheduling report generation? 

A. Layout Template 

B. Data Filter Template 

C. Output Template 

D. Chart Template 

Correct Answer: A 

 

QUESTION 5

The eicar test virus is put into a zip archive, which is given the password of "Fortinet" in order to open the archive.
Review the configuration in the exhibits shown below; then answer the question that follows. Exhibit A Antivirus Profile: 
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Exhibit B Non-default UTM Proxy Options Profile: 

Exhibit C DLP Profile: Which of one the following profiles could be enabled in order to prevent the file from passing
through the FortiGate device over HTTP on the standard port for that protocol? 

A. Only Exhibit A 
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B. Only Exhibit B 

C. Only Exhibit C with default UTM Proxy settings. 

D. All of the Exhibits (A, B and C) 

E. Only Exhibit C with non-default UTM Proxy settings (Exhibit B). 

Correct Answer: C 
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