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QUESTION 1

What advantages are there in using a hub-and-spoke IPSec VPN configuration instead of a fully- meshed set of IPSec
tunnels? (Select all that apply.) 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a hub and spoke topology simplifies configuration because fewer tunnels are required. 

C. Using a hub and spoke topology provides stronger encryption. 

D. The routing at a spoke is simpler, compared to a meshed node. 

Correct Answer: BD 

 

QUESTION 2

Identify the correct properties of a partial mesh VPN deployment: 

A. VPN tunnels interconnect between every single location. 

B. VPN tunnels are not configured between every single location. 

C. Some locations are reached via a hub location. 

D. There are no hub locations in a partial mesh. 

Correct Answer: BC 

 

QUESTION 3

Select the answer that describes what the CLI command diag debug authd fsso list is used for. 

A. Monitors communications between the FSSO Collector Agent and FortiGate unit. 

B. Displays which users are currently logged on using FSSO. 

C. Displays a listing of all connected FSSO Collector Agents. 

D. Lists all DC Agents installed on all Domain Controllers. 

Correct Answer: B 

 

QUESTION 4

An intermittent connectivity issue is noticed between two devices located behind the FortiGate dmz and internal
interfaces. A continuous sniffer trace is run on the FortiGate unit that the administrator will convert into a .cap file for an
off-line analysis with a sniffer application. 
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Given the high volume of global traffic on the network, which of the following CLI commands will best allow the
administrator to perform this troubleshooting operation? 

A. diagnose sniffer packet any 

B. diagnose sniffer packet dmz "" 3 

C. diagnose sniffer packet any "host 192.168.1.100 and host 192.168.10.100 " 3 

D. diagnose sniffer packet any "host 192.168.1.100 and host 192.168.10.100 " 4 

Correct Answer: C 

 

QUESTION 5

Which of the following DLP actions will override any other action? 

A. Exempt 

B. Quarantine Interface 

C. Block 

D. None 

Correct Answer: A 
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