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QUESTION 1

Which of the following statements is correct about configuring web filtering overrides? 

A. The Override option for FortiGuard Web Filtering is available for any user group type. 

B. Admin overrides require an administrator to manually allow pending override requests which are listed in the Override
Monitor. 

C. The Override Scopes of User and User Group are only for use when Firewall Policy Authentication is also being
used. 

D. Using Web Filtering Overrides requires the use of Firewall Policy Authentication. 

Correct Answer: C 

 

QUESTION 2

Which of the following statements is correct regarding the antivirus scanning function on the FortiGate unit? 

A. Antivirus scanning provides end-to-end virus protection for client workstations. 

B. Antivirus scanning provides virus protection for the HTTP, Telnet, SMTP, and FTP protocols. 

C. Antivirus scanning supports banned word checking. 

D. Antivirus scanning supports grayware protection. 

Correct Answer: D 

 

QUESTION 3

Which of the following statements are correct regarding virtual domains (VDOMs)? (Select all that apply.) 

A. VDOMs divide a single FortiGate unit into two or more virtual units that function as multiple, independent units. 

B. A management VDOM handles SNMP, logging, alert email, and FDN-based updates. 

C. VDOMs share firmware versions, as well as antivirus and IPS databases. 

D. Only administrative users with a \\'super_admin\\' profile will be able to enter multiple VDOMs to make configuration
changes. 

Correct Answer: ABC 

 

QUESTION 4

A FortiGate administrator configures a Virtual Domain (VDOM) for a new customer. After creating the VDOM, the
administrator is unable to reassign the dmz interface to the new VDOM as the option is greyed out in Web Config in the
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management VDOM. 

What would be a possible cause for this problem? 

A. The dmz interface is referenced in the configuration of another VDOM. 

B. The administrator does not have the proper permissions to reassign the dmz interface. 

C. Non-management VDOMs can not reference physical interfaces. 

D. The dmz interface is in PPPoE or DHCP mode. 

E. Reassigning an interface to a different VDOM can only be done through the CLI. 

Correct Answer: A 

 

QUESTION 5

Review the IPsec diagnostics output of the command diag vpn tunnel list shown in the Exhibit below. 

Which of the following statements are correct regarding this output? (Select all that apply.) 

A. The connecting client has been allocated address 172.20.1.1. 

B. In the Phase 1 settings, dead peer detection is enabled. 

C. The tunnel is idle. 

D. The connecting client has been allocated address 10.200.3.1. 

Correct Answer: AB 
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