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QUESTION 1

Which Fortinet products and features could be considered part of a comprehensive solution to monitor and prevent the
leakage of senstive data? (Select all that apply.) 

A. Archive non-compliant outgoing e-mails using FortiMail. 

B. Restrict unofficial methods of transferring files such as P2P using Application Control lists on a FortiGate. 

C. Monitor database activity using FortiAnalyzer. 

D. Apply a DLP sensor to a firewall policy. 

E. Configure FortiClient to prevent files flagged as sensitive from being copied to a USB disk. 

Correct Answer: ABD 

 

 

QUESTION 2

Because changing the operational mode to Transparent resets device (or vdom) to all defaults, which precautions
should an Administrator take prior to performing this? (Select all that apply.) 

A. Backup the configuration. 

B. Disconnect redundant cables to ensure the topology will not contain layer 2 loops. 

C. Set the unit to factory defaults. 

D. Update IPS and AV files. 

Correct Answer: AB 

 

 

QUESTION 3

You wish to create a firewall policy that applies only to traffic intended for your web server. The web server has an IP
address of 192.168.2.2 and a /24 subnet mask. When defining the firewall address for use in this policy, which one of
the following addresses is correct? 

A. 192.168.2.0 / 255.255.255.0 

B. 192.168.2.2 / 255.255.255.0 

C. 192.168.2.0 / 255.255.255.255 

D. 192.168.2.2 / 255.255.255.255 

Correct Answer: D 
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QUESTION 4

Which one of the following statements is correct about raw log messages? 

A. Logs have a header and a body section. The header will have the same layout for every log message. The body
section will change layout from one type of log message to another. 

B. Logs have a header and a body section. The header and body will change layout from one type of log message to
another. 

C. Logs have a header and a body section. The header and body will have the same layout for every log message. 

Correct Answer: A 

 

 

QUESTION 5

DLP archiving gives the ability to store session transaction data on a FortiAnalyzer unit for which of the following types
of network traffic? (Select all that apply.) 

A. SNMP 

B. IPSec 

C. SMTP 

D. POP3 

E. HTTP 

Correct Answer: CDE 
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