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QUESTION 1

Which statement is correct regarding virus scanning on a FortiGate unit? 

A. Virus scanning is enabled by default. 

B. Fortinet Customer Support enables virus scanning remotely for you. 

C. Virus scanning must be enabled in a UTM security profile and the UTM security profile must be assigned to a firewall
policy. 

D. Enabling virus scanning in a UTM security profile enables virus scanning for all traffic flowing through the FortiGate
device. 

Correct Answer: C 

 

 

QUESTION 2

Which of the following statements is correct regarding URL Filtering on the FortiGate unit? 

A. The available actions for URL Filtering are Allow and Block. 

B. Multiple URL Filter lists can be added to a single Web filter profile. 

C. A FortiGuard Web Filtering Override match will override a block action in the URL filter list. 

D. The available actions for URL Filtering are Allow, Block and Exempt. 

Correct Answer: D 

 

QUESTION 3

Which of the following Fortinet products can receive updates from the FortiGuard Distribution Network? (Select all that
apply.) 

A. FortiGate 

B. FortiClient 

C. FortiMail 

D. FortiAnalyzer 

Correct Answer: ABC 
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QUESTION 4

In an IPSec gateway-to-gateway configuration, two FortiGate units create a VPN tunnel between two separate private
networks. 

Which of the following configuration steps must be performed on both FortiGate units to support this configuration?
(Select all that apply.) 

A. Create firewall policies to control traffic between the IP source and destination address. 

B. Configure the appropriate user groups on the FortiGate units to allow users access to the IPSec VPN connection. 

C. Set the operating mode of the FortiGate unit to IPSec VPN mode. 

D. Define the Phase 2 parameters that the FortiGate unit needs to create a VPN tunnel with the remote peer. 

E. Define the Phase 1 parameters that the FortiGate unit needs to authenticate the remote peers. 

Correct Answer: ADE 

 

 

QUESTION 5

FortiGate units are preconfigured with four default protection profiles. These protection profiles are used to control the
type of content inspection to be performed. 

What action must be taken for one of these profiles to become active? 

A. The protection profile must be assigned to a firewall policy. 

B. The "Use Protection Profile" option must be selected in the Web Config tool under the sec- tions for AntiVirus, IPS,
WebFilter, and AntiSpam. 

C. The protection profile must be set as the Active Protection Profile. 

D. All of the above. 

Correct Answer: A 
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