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QUESTION 1

Which of the following storage methods provides the HIGHEST redundancy and availability?
A. Cloud-based storage

B. Storage Area Network

C. Locally attached storage

D. Network Attached Storage

Correct Answer: A

QUESTION 2

A user has a username and password to log onto a banking website. The user would like to keep access to the account
as secure as possible.

Which of the following security best practices should the user follow? (Select TWO).
A. Use only public computers to access the website

B. Create a complex password

C. Change the default password

D. Write the password down

E. Use the original password

Correct Answer: BC

QUESTION 3

You are trying to select a particular wireless encryption algorithm. You are concerned that it implements as much of the
wireless 802.11i standard as possible.

Which encryption algorithm should you implement?
A. WEP2

B. WPA2

C. WPA

D. WEP

Correct Answer: B

WPAZ2 is, to date, the most 802.11i compliant encryption protocol available. Answer option C is incorrect. WPA2 is an
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improvement over WPA, but unlike WPAZ2 it does not implement certain key elements of 802.11i such as Counter Mode
with Cipher Block Chaining Message Authentication Code.

Answer option D is incorrect. WEP does not implement many aspects of the 802.11i standards.

What is WEP?

Wired Equivalent Privacy (WEP) is a security protocol for wireless local area networks (WLANS). It has two components,
authentication and encryption. It provides security, which is equivalent to wired networks, for wireless networks. WEP

encrypts data on a wireless network by using a fixed secret key. WEP incorporates a checksum in each frame to
provide protection against the attacks that attempt to reveal the key stream. Answer option A is incorrect. WEP2 does
not

actually exist. It is not an encryption algorithm.

Reference: http://en.wikipedia.org/wiki/Wi-Fi_Protected_Access

QUESTION 4

When setting up a new workstation, which of the following should be configured during the initial OS setup wizard?
A. Additional software

B. Date and time settings

C. Peripheral devices

D. Security software

Correct Answer: B

QUESTION 5

What is the display resolution of the WUXGA standard?

A. 1024 x 768 pixels

B. 1280 x 1024 pixels

C. 1920 x 1200 pixels

D. 1600 x 1200 pixels

Correct Answer: C

WUXGA stands for Widescreen Ultra eXtended Graphics Array. It is a display standard that refers to video adapters.
This display standard is capable of displaying a resolution of 1920 x 1200 pixels with a 16:10 screen aspect ratio.
WUXGA resolution is currently available in high-end LCD televisions and computer monitors. Answer option A is
incorrect. XGA stands for eXtended Graphics Array. It is a display standard that refers to video adapters. IBM

introduced this display standard in 1990. It is capable of displaying the resolution of 1024 x 768 pixels. Answer option D
is incorrect. UXGA stands for Ultra eXtended Graphics Array. It is a display standard that refers to video adapters. This
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display standard is capable of displaying the resolution of 1600 x 1200 pixels. A UXGA display provides four times more
pixels than an 800 x 600 display. Answer option B is incorrect. SXGA stands for Super eXtended Graphics Array. Itis a
display standard that refers to video adapters. This standard is an enhancement of the standard XGA resolution
developed by IBM. It is capable of displaying the resolution of 1280 x 1024 pixels. Reference:
"http://en.wikipedia.org/wiki/WUXGA"
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