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QUESTION 1

Sensitive parameters is a feature used to hide sensitive information from being displayed in which of the following?
A. Client request

B. Server response

C. GUI and logs of BIG-IP ASM System

D. Configuration file of BIG-IP ASM System

Correct Answer: C

QUESTION 2

The following request is sent to the BIG-IP ASM System:

GET http://www.example.local/financials/week1.xls?display=yesanduser=johnandlogon=true
Which of the following components in this requests line represent the query string?

A. xlIs

B. /week1.xls

C. ffinancials/week1.xls

D. display=yesanduser=johnandlogon=true

Correct Answer: D

QUESTION 3

Which of the following statements are incorrect regarding protection of web services? (Choose 2)
A. The BIG-IP ASM System checks to ensure web services use cookies.

B. The BIG-IP ASM System parses XML requests and XML responses.

C. The BIG-IP ASM System checks to ensure XML documents are well formed.

D. The BIG-IP ASM System uses attack signatures to enforce negative security logic.

E. The BIG-IP ASM System checks for XML syntax, schema validation, and WSDL validation.

Correct Answer: AB

QUESTION 4
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On a BIG-IP ASM 3600, in standalone mode, which of the following pool configurations is valid?

A. Pool named vs_pool with 1 pool member, no persistence, and no load balancing method

B. Pool named vs_pool with 1 pool member, cookie persistence, and ratio load balancing method

C. Pool named vs_pool with 2 pool members, cookie persistence, and ratio load balancing method

D. Pool named vs_pool with 3 pool members, source IP persistence, and least connections load balancing method

Correct Answer: A

QUESTION 5

Which of the following protocol protections is not provided by the Protocol Security Manager?
A. FTP

B. SSH

C.HTTP

D. SMTP

Correct Answer: B
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