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QUESTION 1

Meyer Electronics Systems just recently had a number of laptops stolen out of their office. On these laptops contained
sensitive corporate information regarding patents and company strategies. A month after the laptops were stolen, a
competing company was found to have just developed products that almost exactly duplicated products that Meyer
produces. What could have prevented this information from being stolen from the laptops? 

A. SDW Encryption 

B. EFS Encryption 

C. DFS Encryption 

D. IPS Encryption 

Correct Answer: B 

 

QUESTION 2

Dale is a penetration tester and security expert. He works at Sam Morrison Inc. based in Detroit. He was assigned to do
an external penetration testing on one of its clients. Before digging into the work, he wanted to start with reconnaissance
and grab some details about the organization. He used tools like Netcraft and SHODAN and grabbed the internal URLs
of his client. What information do the internal URLs provide? 

A. Internal URLs provide an insight into various departments and business units in an organization 

B. Internal URLs provide database related information 

C. Internal URLs provide server related information 

D. Internal URLs provide vulnerabilities of the organization 

Correct Answer: A 

 

QUESTION 3

As a part of information gathering, you are given a website URL and asked to identify the operating system using
passive OS fingerprinting. When you begin to use p0f tool and browse the website URL, the tool captures the header
information of all the packets sent and received, and decodes them. Which among the decoded request/response
packets hold the operating system information of the remote operating system? 

A. SYN 

B. SYN-ACK 

C. ACK 

D. RST 

Correct Answer: B 
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QUESTION 4

A Demilitarized Zone (DMZ) is a computer host or small network inserted as a "neutral zone" between a company\\'s
private network and the outside public network. Usage of a protocol within a DMZ environment is highly variable based
on the specific needs of an organization. Privilege escalation, system is compromised when the code runs under root
credentials, and DoS attacks are the basic weakness of which one of the following Protocol? 

A. Lightweight Directory Access Protocol (LDAP) 

B. Simple Network Management Protocol (SNMP) 

C. Telnet 

D. Secure Shell (SSH) 

Correct Answer: D 

 

QUESTION 5

Arrange the WEP cracking process in the correct order: 

I. aireplay-ng -1 0 -e SECRET_SSID -a 1e:64:51:3b:ff:3e -h a7:71:fe:8e:d8:25 eth1 

II. aircrack-ng -s capture.ivs 

III. airmon-ng start eth1 

IV. 

airodump-ng --ivs --write capture eth1 

V.

 aireplay-ng -3 -b 1e:64:51:3b:ff:3e -h a7:71:fe:8e:d8:25 eth1 

A. 

IV-->I-->V-->III-->II 

B. 

III-->IV-->V-->II-->I 

C. 

III-->IV-->I-->V-->II 

D. 

IV-->I-->V-->III-->II 

Correct Answer: C 
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