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QUESTION 1

Jonathan is a network administrator who is currently testing the internal security of his network. He is attempting to
hijack a session, using Ettercap, of a user connected to his Web server. Why will Jonathan not succeed?

A. Only FTP traffic can be hijacked

B. Only an HTTPS session can be hijacked
C. HTTP protocol does not maintain session
D. Only DNS traffic can be hijacked

Correct Answer: C

QUESTION 2

BMP (Bitmap) is a standard file format for computers running the Windows operating system. BMP images can range
from black and white (1 bit per pixel) up to 24 bit color (16.7 million colors). Each bitmap file contains header, the
RGBQUAD array, information header, and image data. Which of the following element specifies the dimensions,
compression type, and color format for the bitmap?

A. Header

B. The RGBQUAD array

C. Information header

D. Image data

Correct Answer: B

QUESTION 3

When performing a forensics analysis, what device is used to prevent the system from recording data on an evidence
disk?

A. Write-blocker

B. Protocol analyzer
C. Firewall

D. Disk editor

Correct Answer: A

QUESTION 4
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The following is a log file screenshot from a default installation of IIS 6.0.

psottwars: microsoft Internet Information Services 6.0

#version: 1.0

d#Date: 2007-01-22 15:42:36

#rields: davre vime s-sirvename s-ip cs-merhod cs-uri-stem cs-uri-guery s-port cs-user
2007-01-22 15:42:39 wiswCl 172,16.28.102 GET Sindekx.htm]l - 80 - 172.16.28,. 80

Mozl la M, o+Ccompatible; +MEIESS, O+l ndows+NT+5, 15 #5001 +Avant+Er Owser s+, NET+CLE+L, 1,
2007-01-22 15:42:36 wiswil 172.16.28.102 GET JDevelopment/index.asp - 80 - 172,16, 28
Mozilla 4, Or{compatible; +MSIE+E. O +windows+NT+5. 1; #5V1; +Avant+Browser; +. NET+CLR+1. 1.
2007-01-22 15:42:36 wW3SWl 172.16.28.102 GET /Development/css/olcstyle.css - 80 - 17
Moz la 2, 0+Ccompatibl e +MSIE+S, O +windows+nNT+5. 1 +5v; +AvanT+Browser ; +, MET+CLR+1. 1.
2007-01-22 15:42:36 waswvcl 172.16.28.102 GeT /Sfavicon.ico - BO - 172.16.28.80 Avant+
2007=-01-22 15142236 wisWwCl 172.16.28.102 GET SDevelopment/css/dhtm]_horiz.css - 80 -
mMozilla L, DCcompat ihle; +MsIE+S, O +windows+NT+5. L; +3vl +avant+Browser i+, MET+CLR+L1. 1.
2007-01-22 15:42:36 W3sW1 172,16, 28,102 GET Jpevelopment/ images Mndex_0L.jpg - 80 -
mozd1la/a. O+ Coompatibler+MsTE+S, O +windows+NT+5. Ly #5vL +avant+Erowser: +, NET+CLR+L. 1.
Z007-0L-22 15:42:56 wWi3sWwll 17¥2.16,28.102 GET Developmentimages Andex_02.Jpg - B0 -
Mozi11a/4. 0+ (compatibl e; +MSIE+S. Of +windows+NT-+5. 1; #5V1: +Avant+Erowser: +. MET+CLR+1. 1.
2007-01-22 15:42:36 w3swCl 172.16.28.102 GET /Development/images/index_03.ipg - 80 -
Mozilla/4. 0eCcompatible; +MSIE+S. O +windows+NT-+ 5. 1; +5V1; +Avant+Browser ;. MET+CLR+1. 1.
2007-01-22 15:423:36 wiswl 172.16.28.102 GeET SDevelopment Amages/ index_04.ipa - 80 -
Mozilla4, 0+ Coompatible; +sIE+S. O twindows+NT+5, 1; +5VL +Avant+Browser; +, NETHCLR+L. 1.
2007-01-22 15:42:36 wiswcl 172.16.28.102 GET JSDevelopmant/images index_06.jpg - 80 -
mazillaa. e {compatible; +MSIE+E. O Huindows+NT+3. 1 +5v1 +avanT+Erowser; +. MET+CLA+1. 1.
2007=01-22 15:42:36 wWisSWwl 172.16.28.102 GET Developmentimagesndex_07.jpg - 80 =
Mozilla 4. O+Coompatible; +MSIE+E, O) +windows+NT+5, 1 +5V1; +avant+Browser ; +. NET+CLR+L. 1.
2007-01-22 15:42:36 wW3swl 172.16.258.102 cGET Development//images Andex_08.ipg - 80 -
Mozilla/ 4, 0+ ({compatible; +MSIE+S. 0; +windows+NT+5, 1 #5v1: +Avant+Browser ;+, NET+CLR+1, 1,
2007-01-22 15:42:36 w3SwCl 172.16.28.102 GET /pDevelopment/script//dhtml.js - 80 - 172
mMozi1la 4., 0+ (compatible; +MSIE+S. Op+windows+nT+5. 1; +5vi; +Avant+Browser; +. NET+CLR+1. 1.
2007-01-22 15:42:36 W3swCl 172.16.28.102 GET /Development/images//gresnarraw. jpg — BO
tozi 1 Taa, Ok Ccompatible; +MSIE+G., Of i ndows+NT+ 5. 1) +5v1 +Avant+Brawser ; +. NET+CLA+1. 1.
2007-01-22 15:42:36 wiswcl 172.16,28.102 GeT Spevelopment images/board_0l. jpg - 80 -
Mozi1TaMd . b fcompatible; +MSIE4A. OF +Hwi no0ws+NT+5 . 1) +50V1; +AVANTHER OWSEF ; +. MET+CLR+1, 1,
2007-01-22 15:42:136 wiswcl 172.16.28.102 GET /Development /images board_02. jpg - 80 -
Mozilla 4, O+ Ccompatible; +MSIE+9. O +windows+nT+5. L +5v1 thvani+Browser s+, NET+CLAR+L. 1

=
TSR F e d ™ e e T T T T e . L e -

What time standard is used by IS as seen in the screenshot?
A.UTC

B. GMT

C. TAI

D.UT

Correct Answer: A

QUESTION 5

MAC filtering is a security access control methodology, where a is assigned to each network card to
determine access to the network

A. 16-bit address
B. 24-bit address
C. 32-bit address

D. 48-bit address
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Correct Answer: D
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