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QUESTION 1

Jonathan is a network administrator who is currently testing the internal security of his network. He is attempting to
hijack a session, using Ettercap, of a user connected to his Web server. Why will Jonathan not succeed? 

A. Only FTP traffic can be hijacked 

B. Only an HTTPS session can be hijacked 

C. HTTP protocol does not maintain session 

D. Only DNS traffic can be hijacked 

Correct Answer: C 

 

QUESTION 2

BMP (Bitmap) is a standard file format for computers running the Windows operating system. BMP images can range
from black and white (1 bit per pixel) up to 24 bit color (16.7 million colors). Each bitmap file contains header, the
RGBQUAD array, information header, and image data. Which of the following element specifies the dimensions,
compression type, and color format for the bitmap? 

A. Header 

B. The RGBQUAD array 

C. Information header 

D. Image data 

Correct Answer: B 

 

QUESTION 3

When performing a forensics analysis, what device is used to prevent the system from recording data on an evidence
disk? 

A. Write-blocker 

B. Protocol analyzer 

C. Firewall 

D. Disk editor 

Correct Answer: A 

 

QUESTION 4
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The following is a log file screenshot from a default installation of IIS 6.0. 

What time standard is used by IIS as seen in the screenshot? 

A. UTC 

B. GMT 

C. TAI 

D. UT 

Correct Answer: A 

 

QUESTION 5

MAC filtering is a security access control methodology, where a ___________ is assigned to each network card to
determine access to the network 

A. 16-bit address 

B. 24-bit address 

C. 32-bit address 

D. 48-bit address 
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Correct Answer: D 
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