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QUESTION 1

Where does Encase search to recover NTFS files and folders?
A. MBR

B. MFT

C. Slack space

D. HAL

Correct Answer: B

QUESTION 2

A(n) is one that\\'s performed by a computer program rather than the attacker manually

performing the steps in the attack sequence.
A. blackout attack

B. automated attack

C. distributed attack

D. central processing attack

Correct Answer: B

QUESTION 3

Microsoft Outlook maintains email messages in a proprietary format in what type of file?
A. .email

B. .mail

C. .pst

D. .doc

Correct Answer: C

QUESTION 4

Graphics Interchange Format (GIF) is a RGB bitmap Image format for Images with up to 256 distinct

colors per frame.

A. 8-bit
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B. 16-bit
C. 24-bit
D. 32-bit

Correct Answer: A

QUESTION 5

You are working as an investigator for a corporation and you have just received instructions from your manager to assist
in the collection of 15 hard drives that are part of an ongoing investigation. Your job is to complete the required evidence
custody forms to properly document each piece of evidence as other members of your team collect it. Your manager
instructs you to complete one multi-evidence form for the entire case and a single-evidence form for each hard drive.
How will these forms be stored to help preserve the chain of custody of the case?

A. All forms should be placed in an approved secure container because they are now primary evidence in the case

B. The multi-evidence form should be placed in an approved secure container with the hard drives and the single-
evidence forms should be placed in the report file

C. All forms should be placed in the report file because they are now primary evidence in the case

D. The multi-evidence form should be placed in the report file and the single-evidence forms should be kept with each
hard drive in an approved secure container

Correct Answer: D
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