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QUESTION 1

What document does the screenshot represent? 

A. Chain of custody form 

B. Search warrant form 

C. Evidence collection form 

D. Expert witness form 

Correct Answer: A 

 

QUESTION 2

Injection flaws are web application vulnerabilities that allow untrusted data to be Interpreted and executed as part of a
command or query. Attackers exploit injection flaws by constructing malicious commands or queries that result in data
loss or corruption, lack of accountability, or denial of access. Which of the following injection flaws involves the injection
of malicious code through a web application? 

A. SQL Injection 

B. Password brute force 

C. Nmap Scanning 

D. Footprinting 

Correct Answer: A 
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QUESTION 3

What does the acronym POST mean as it relates to a PC? 

A. Power On Self Test 

B. Pre Operational Situation Test 

C. Primary Operating System Test 

D. Primary Operations Short Test 

Correct Answer: A 

 

QUESTION 4

In a computer forensics investigation, what describes the route that evidence takes from the time you find it until the
case is closed or goes to court? 

A. Policy of separation 

B. Chain of custody 

C. Rules of evidence 

D. Law of probability 

Correct Answer: B 

 

QUESTION 5

What is the CIDR from the following screenshot? 
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A. /24A./24A./24 

B. /32 B./32 B./32 

C. /16 C./16 C./16 

D. /8D./8D./8 

Correct Answer: D 
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