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QUESTION 1

A developer migrated a legacy application to an AWS Lambda function. The function uses a third-party service to pull
data with a series of API calls at the end of each month. The function then processes the data to generate the monthly
reports. The function has been working with no issues so far.

The third-party service recently issued a restriction to allow a fixed number of API calls each minute and each day. If the
API calls exceed the limit for each minute or each day, then the service will produce errors. The API also provides the
minute limit and daily limit in the response header. This restriction might extend the overall process to multiple days
because the process is consuming more API calls than the available limit.

What is the MOST operationally efficient way to refactor the serverless application to accommodate this change?

A. Use an AWS Step Functions state machine to monitor API failures. Use the Wait state to delay calling the Lambda
function.

B. Use an Amazon Simple Queue Service (Amazon SQS) queue to hold the API calls. Configure the Lambda function to
poll the queue within the API threshold limits.

C. Use an Amazon CloudWatch Logs metric to count the number of API calls. Configure an Amazon CloudWatch alarm
that stops the currently running instance of the Lambda function when the metric exceeds the API threshold limits.

D. Use Amazon Kinesis Data Firehose to batch the API calls and deliver them to an Amazon S3 bucket with an event
notification to invoke the Lambda function.

Correct Answer: B

QUESTION 2

A developer is creating a machine learning (ML) pipeline in AWS Step Functions that contains AWS Lambda functions.
The developer has configured an Amazon Simple Queue Service (Amazon SQS) queue to deliver ML model
parameters to the ML pipeline to train ML models. The developer uploads the trained models are uploaded to an
Amazon S3 bucket.

The developer needs a solution that can locally test the ML pipeline without making service integration calls to Amazon
SQS and Amazon S3.

Which solution will meet these requirements?

A. Use the Amazon CodeGuru Profiler to analyze the Lambda functions used in the AWS Step Functions pipeline.
B. Use the AWS Step Functions Local Docker Image to run and locally test the Lambda functions.

C. Use the AWS Serverless Application Model (AWS SAM) CLI to run and locally test the Lambda functions.

D. Use AWS Step Functions Local with mocked service integrations.

Correct Answer: D
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QUESTION 3

A company wants to share information with a third party. The third party has an HTTP API endpoint that the company
can use to share the information. The company has the required API key to access the HTTP API.

The company needs a way to manage the API key by using code. The integration of the API key with the application
code cannot affect application performance.

Which solution will meet these requirements MOST securely?

A. Store the API credentials in AWS Secrets Manager. Retrieve the API credentials at runtime by using the AWS SDK.
Use the credentials to make the API call.

B. Store the API credentials in a local code variable. Push the code to a secure Git repository. Use the local code
variable at runtime to make the API call.

C. Store the API credentials as an object in a private Amazon S3 bucket. Restrict access to the S3 object by using IAM
policies. Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.

D. Store the API credentials in an Amazon DynamoDB table. Restrict access to the table by using resource-based
policies. Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.

Correct Answer: A

QUESTION 4

A developer creates a VPC named VPC-A that has public and private subnets. The developer also creates an Amazon
RDS database inside the private subnet of VPC-A. To perform some queries, the developer creates an AWS Lambda
function in the default VPC. The Lambda function has code to access the RDS database. When the Lambda function
runs, an error message indicates that the function cannot connect to the RDS database.

How can the developer solve this problem?

A. Modify the RDS security group. Add a rule to allow traffic from all the ports from the VPC CIDR block.

B. Redeploy the Lambda function in the same subnet as the RDS instance. Ensure that the RDS security group allows
traffic from the Lambda function.

C. Create a security group for the Lambda function. Add a new rule in the RDS security group to allow traffic from the
new Lambda security group.

D. Create an IAM role. Attach a policy that allows access to the RDS database. Attach the role to the Lambda function.

Correct Answer: B

QUESTION 5
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A developer is writing an AWS Lambda function. The developer wants to log key events that occur while the Lambda
function runs. The developer wants to include a unique identifier to associate the events with a specific function
invocation. The developer adds the following code to the Lambda function:

function handler (event, context) {

Which solution will meet this requirement?

A. Obtain the request identifier from the AWS request ID field in the context object. Configure the application to write
logs to standard output.

B. Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs
to a file.

C. Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs
to standard output.

D. Obtain the request identifier from the AWS request ID field in the context object. Configure the application to write
logs to a file.

Correct Answer: D
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