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QUESTION 1

A company uses Amazon S3 to store proprietary information. The development team creates buckets for new projects
on a daily basis. The security team wants to ensure that all existing and future buckets have encryption logging and
versioning enabled. Additionally, no buckets should ever be publicly read or write accessible. 

What should a DevOps engineer do to meet these requirements? 

A. Enable AWS CloudTrail and configure automatic remediation using AWS Lambda. 

B. Enable AWS Conflg rules and configure automatic remediation using AWS Systems Manager documents. 

C. Enable AWS Trusted Advisor and configure automatic remediation using Amazon EventBridge. 

D. Enable AWS Systems Manager and configure automatic remediation using Systems Manager documents. 

Correct Answer: B 

https://aws.amazon.com/blogs/mt/aws-config-auto-remediation-s3-compliance/ https://aws.amazon.com/blogs/aws/aws-
config-rules-dynamic-compliance-checking-for-cloud-resources/ 

 

QUESTION 2

A company wants to ensure that their EC2 instances are secure. They want to be notified if any new vulnerabilities are
discovered on their instances and they also want an audit trail of all login activities on the instances. 

Which solution will meet these requirements\\'? 

A. Use AWS Systems Manager to detect vulnerabilities on the EC2 instances Install the Amazon Kinesis Agent to
capture system logs and deliver them to Amazon S3. 

B. Use AWS Systems Manager to detect vulnerabilities on the EC2 instances Install the Systems Manager Agent to
capture system logs and view login activity in the CloudTrail console. 

C. Configure Amazon CloudWatch to detect vulnerabilities on the EC2 instances Install the AWS Config daemon to
capture system logs and view them in the AWS Config console. 

D. Configure Amazon Inspector to detect vulnerabilities on the EC2 instances Install the Amazon CloudWatch Agent to
capture system logs and record them via Amazon CloudWatch Logs. 

Correct Answer: D 

This solution will meet the requirements because it will use Amazon Inspector to scan the EC2 instances for any new
vulnerabilities and generate findings that can be viewed in the Inspector console or sent as notifications via Amazon
Simple Notification Service (SNS). It will also use the Amazon CloudWatch Agent to collect and send system logs from
the EC2 instances to Amazon CloudWatch Logs, where they can be stored, searched, and analyzed. The system logs
can provide an audit trail of all login activities on the instances, as well as other useful information such as performance
metrics, errors, and events. 

https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html 
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QUESTION 3

A company runs its container workloads in AWS App Runner. A DevOps engineer manages the company\\'s container
repository in Amazon Elastic Container Registry (Amazon ECR). 

The DevOps engineer must implement a solution that continuously monitors the container repository. The solution must
create a new container image when the solution detects an operating system vulnerability or language package
vulnerability. 

Which solution will meet these requirements? 

A. Use EC2 Image Builder to create a container image pipeline. Use Amazon ECR as the target repository. Turn on
enhanced scanning on the ECR repository. Create an Amazon EventBridge rule to capture an Inspector2 finding event.
Use the event to invoke the image pipeline. Re-upload the container to the repository. 

B. Use EC2 Image Builder to create a container image pipeline. Use Amazon ECR as the target repository. Enable
Amazon GuardDuty Malware Protection on the container workload. Create an Amazon EventBridge rule to capture a
GuardDuty finding event. Use the event to invoke the image pipeline. 

C. Create an AWS CodeBuild project to create a container image. Use Amazon ECR as the target repository. Turn on
basic scanning on the repository. Create an Amazon EventBridge rule to capture an ECR image action event. Use the
event to invoke the CodeBuild project. Re-upload the container to the repository. 

D. Create an AWS CodeBuild project to create a container image. Use Amazon ECR as the target repository. Configure
AWS Systems Manager Compliance to scan all managed nodes. Create an Amazon EventBridge rule to capture a
configuration compliance state change event. Use the event to invoke the CodeBuild project. 

Correct Answer: A 

The solution that meets the requirements is to use EC2 Image Builder to create a container image pipeline, use Amazon
ECR as the target repository, turn on enhanced scanning on the ECR repository, create an Amazon EventBridge rule to
capture an Inspector2 finding event, and use the event to invoke the image pipeline. Re-upload the container to the
repository. This solution will continuously monitor the container repository for vulnerabilities using enhanced scanning,
which is a feature of Amazon ECR that provides detailed information and guidance on how to fix security issues found in
your container images. Enhanced scanning uses Inspector2, a security assessment service that integrates with Amazon
ECR and generates findings for any vulnerabilities detected in your images. You can use Amazon EventBridge to create
a rule that triggers an action when an Inspector2 finding event occurs. The action can be to invoke an EC2 Image
Builder pipeline, which is a service that automates the creation of container images. The pipeline can use the latest
patches and updates to build a new container image and upload it to the same ECR repository, replacing the vulnerable
image. The other options are not correct because they do not meet all the requirements or use services that are not
relevant for the scenario. Option B is not correct because it uses Amazon GuardDuty Malware Protection, which is a
feature of GuardDuty that detects malicious activity and unauthorized behavior on your AWS accounts and resources.
GuardDuty does not scan container images for vulnerabilities, nor does it integrate with Amazon ECR or EC2 Image
Builder. Option C is not correct because it uses basic scanning on the ECR repository, which only provides a summary
of the vulnerabilities found in your container images. Basic scanning does not use Inspector2 or generate findings that
can be captured by Amazon EventBridge. Moreover, basic scanning does not provide guidance on how to fix the
vulnerabilities. Option D is not correct because it uses AWS Systems Manager Compliance, which is a feature of
Systems Manager that helps you monitor and manage the compliance status of your AWS resources based on AWS
Config rules and AWS Security Hub standards. Systems Manager Compliance does not scan container images for
vulnerabilities, nor does it integrate with Amazon ECR or EC2 Image Builder. 

 

QUESTION 4

A company is developing an application that will generate log events. The log events consist of five distinct metrics
every one tenth of a second and produce a large amount of data The company needs to configure the application to
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write the logs to Amazon Time stream The company will configure a daily query against the Timestream table. 

Which combination of steps will meet these requirements with the FASTEST query performance? (Select THREE.) 

A. Use batch writes to write multiple log events in a Single write operation 

B. Write each log event as a single write operation 

C. Treat each log as a single-measure record 

D. Treat each log as a multi-measure record 

E. Configure the memory store retention period to be longer than the magnetic store retention period 

F. Configure the memory store retention period to be shorter than the magnetic store retention period 

Correct Answer: ADF 

A comprehensive and detailed explanation is: Option A is correct because using batch writes to write multiple log events
in a single write operation is a recommended practice for optimizing the performance and cost of data ingestion in
Timestream. Batch writes can reduce the number of network round trips and API calls, and can also take advantage of
parallel processing by Timestream. Batch writes can also improve the compression ratio of data in the memory store
and the magnetic store, which can reduce the storage costs and improve the query performance1. Option B is incorrect
because writing each log event as a single write operation is not a recommended practice for optimizing the
performance and cost of data ingestion in Timestream. Writing each log event as a single write operation would
increase the number of network round trips and API calls, and would also reduce the compression ratio of data in the
memory store and the magnetic store. This would increase the storage costs and degrade the query performance1.
Option C is incorrect because treating each log as a single-measure record is not a recommended practice for
optimizing the query performance in Timestream. Treating each log as a single-measure record would result in creating
multiple records for each timestamp, which would increase the storage size and the query latency. Moreover, treating
each log as a single-measure record would require using joins to query multiple measures for the same timestamp,
which would add complexity and overhead to the query processing2. Option D is correct because treating each log as a
multi-measure record is a recommended practice for optimizing the query performance in Timestream. Treating each
log as a multi-measure record would result in creating a single record for each timestamp, which would reduce the
storage size and the query latency. Moreover, treating each log as a multi-measure record would allow querying multiple
measures for the same timestamp without using joins, which would simplify and speed up the query processing2. Option
E is incorrect because configuring the memory store retention period to be longer than the magnetic store retention
period is not a valid option in Timestream. The memory store retention period must always be shorter than or equal to
the magnetic store retention period. This ensures that data is moved from the memory store to the magnetic store
before it expires out of the memory store3. Option F is correct because configuring the memory store retention period to
be shorter than the magnetic store retention period is a valid option in Timestream. The memory store retention period
determines how long data is kept in the memory store, which is optimized for fast point-in-time queries. The magnetic
store retention period determines how long data is kept in the magnetic store, which is optimized for fast analytical
queries. By configuring these retention periods appropriately, you can balance your storage costs and query
performance according to your application needs3. References: 

1: Batch writes 

2: Multi-measure records vs. single-measure records 

3: Storage 

 

QUESTION 5

Your application stores sensitive information on an EBS volume attached to your EC2 instance. How can you protect
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your information? (Choose two.) 

A. Unmount the EBS volume, take a snapshot and encrypt the snapshot. Re-mount the Amazon EBS volume. 

B. It is not possible to encrypt an EBS volume, you must use a lifecycle policy to transfer data to S3 for encryption. 

C. Copy the unencrypted snapshot and check the box to encrypt the new snapshot. Volumes restored from this
encrypted snapshot will also be encrypted. 

D. Create and mount a new, encrypted Amazon EBS volume. Move the data to the new volume. Delete the old Amazon
EBS volume. 

Correct Answer: CD 

These steps are given in the AWS documentation 

To migrate data between encrypted and unencrypted volumes 

1) Create your destination volume (encrypted or unencrypted, depending on your need). 

2) Attach the destination volume to the instance that hosts the data to migrate. 

3) Make the destination volume available by following the procedures in Making an Amazon EBS Volume Available for
Use. For Linux instances, you can create a mount point at /mnt/destination and mount the destination volume there. 

4) Copy the data from your source directory to the destination volume. It may be most convenient to use a bulk-copy
utility for this. 

To encrypt a volume\\'s data by means of snapshot copying 

1) Create a snapshot of your unencrypted CBS volume. This snapshot is also unencrypted. 

2) Copy the snapshot while applying encryption parameters. The resulting target snapshot is encrypted. 

3) Restore the encrypted snapshot to a new volume, which is also encrypted. 
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