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QUESTION 1

According to IT (Amendment) Act,2008, who should designate a grievance officer to redress grievance(s) of provider of
information? 

A. Data processor 

B. Third party agency collecting personal information 

C. Body corporate, which determines the means and purpose of data processing 

D. Natural person sharing his/her information 

Correct Answer: B 

 

QUESTION 2

Which of the following mechanisms or steps are likely to be taken by an organization for implementing privacy
program? 

i Deploying physical and technology safeguards to protect personal information assets 

ii. Privacy consideration in product and service design 

iii. Privacy implementation to focus only on projects impacted by privacy breaches 

iv.

 Benchmarking against industry peers’ privacy implementation 

v.

 Installing privacy enhancing tools and technologies for the projects dealing with organization\\'s intellectual property 

Please select the correct set of statements from the below options: 

A. All 

B. All except iii 

C. Only i, and ii 

D. Only i, ii and iv 

Correct Answer: B 

 

QUESTION 3

XYZ Inc of USA has setup a captive back office operations center in India. The captive is registered as a separate legal
entity by the name XYZ India Private Limited and provides services only to XYZ Inc by catering its technology support
needs. During the process of providing services, the Indian entity does not receive any customer information of the XYZ
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Inc. However, information such as financial information and biometric information etc. of the employees of XYZ India is
shared with the XYZ Inc. 

What necessary steps need to be taken before actual sharing of the aforesaid information happens? 

1.

 Seek consent from the employees of XYZ India before sharing the information; 

2.

 A lawful contract between the XYZ Inc and XYZ India regarding the terms of sharing and data protection measures to
be taken, with the obligation on XYZ Inc of not sharing the received information further without permission from Indian
entity; 

3.

 The XYZ Inc should agree to provide better or at-par level of data protection as prescribed in the IT (Amendment) Act,
2008; 

4.

 The country in which the XYZ Inc is located should ensure better or same level of data protection as prescribed in the
IT (Amendment) Act, 2008 

A. 1 and 2 

B. 1, 2 and 3 

C. 2 and 3 

D. 1 and 4 

Correct Answer: C 

 

QUESTION 4

From the following list, identify the technology aspects that are specially designed for upholding the privacy: 

i. Data minimization 

ii. Intrusion prevention system 

iii. Data scrambling 

iv.

 Data loss prevention 

v.

 Data portability 

vi. Data obfuscation 
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vii. Data encryption 

viii. Data mirroring 

Please select the correct set of aspects from below options: 

A. Only i., iii., vii. and viii 

B. Only i., ii., iii., vii. and viii 

C. Only i., ii., vi. and vii 

D. Only ii., v., vi., vii. and viii 

Correct Answer: C 

 

QUESTION 5

ABC Health Care is a large healthcare delivery chain, with 8 hospitals and more than 20 health centers. It has decided
to streamline its patient care system. The new system needs to integrate data from more than 20 clinical, scheduling,
and billing systems. It needs to support all types of data-intensive projects, which includes masking sensitive health
information. 

You have been approached to address privacy concerns during integration of the new system. Arrange the below listed
steps in sequential order for the most appropriate implementation of privacy protection measures. 

I. Creating a privacy policy to safeguard the sensitive personal data 

II. Measuring and monitoring privacy policy and processes implementation to provide ongoing proof that data has been
protected 

III. Defining and classifying sensitive personal data, including data and metadata patterns 

IV.

 Masking data consistently across the systems to meet various compliance standards 

V.

 Discovering where the sensitive personal data is stored across databases, applications, endpoints and servers 

Please select the most logical sequence from below options: 

A. II - I - IV - V 

B. V - II - III - I - IV 

C. III - V - I - IV - II 

D. I - III - V - II - IV 

Correct Answer: B 
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