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QUESTION 1

Given: A WLAN consultant has just finished installing a WLAN controller with 15 controller- based APs. 

Two SSIDs with separate VLANs are configured for this network, and both VLANs are configured to use 

the same RADIUS server. The SSIDs are configured as follows: 

SSID Blue - VLAN 10 - Lightweight EAP (LEAP) authentication - CCMP cipher suite SSID Red - VLAN 20 PEAPv0/EAP-
TLS authentication - TKIP cipher suite The consultant\\'s computer can successfully 

authenticate and browse the Internet when using the Blue SSID. The same computer cannot authenticate 

when using the Red SSID. 

What is a possible cause of the problem? 

A. The Red VLAN does not use server certificate, but the client requires one. 

B. The TKIP cipher suite is not a valid option for PEAPv0 authentication. 

C. The client does not have a proper certificate installed for the tunneled authentication within the established TLS
tunnel. 

D. The consultant does not have a valid Kerberos ID on the Blue VLAN. 

Correct Answer: C 

 

QUESTION 2

What EAP type supports using MS-CHAPv2, EAP-GTC or EAP-TLS for wireless client authentication? 

A. H-REAP 

B. EAP-GTC 

C. EAP-TTLS 

D. PEAP 

E. LEAP 

Correct Answer: D 

 

QUESTION 3

The following numbered items show some of the contents of each of the four frames exchanged during the 4-way
handshake: 

1. 
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Encrypted GTK sent 

2. 

Confirmation of temporal key installation 

3. 

Anonce sent from authenticator to supplicant 

4. 

Snonce sent from supplicant to authenticator, MIC included 

Arrange the frames in the correct sequence beginning with the start of the 4-way handshake. 

A. 2, 3, 4, 1 

B. 1, 2, 3, 4 

C. 4, 3, 1, 2 

D. 3, 4, 1, 2 

Correct Answer: D 

 

QUESTION 4

Given: ABC Hospital wishes to create a strong security policy as a first step in securing their 802.11 WLAN. 

Before creating the WLAN security policy, what should you ensure you possess? 

A. Awareness of the exact vendor devices being installed 

B. Management support for the process 

C. End-user training manuals for the policies to be created 

D. Security policy generation software 

Correct Answer: B 

 

QUESTION 5

A single AP is configured with three separate WLAN profiles, as follows: 

1. 

SSID: ABCData BSSID: 00:11:22:00:1F:C3 VLAN 10 Security: PEAPv0/EAP- MSCHAPv2 with AESCCMP 3 current
clients 

2. 
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SSID: ABCVoice BSSID: 00:11:22:00:1F:C4 VLAN 60 Security: WPA2-Personal with AES-CCMP 2 current clients 

3. 

SSID: Guest BSSID: 00:11:22:00:1F:C5 VLAN 90 Security: Open with captive portal authentication 3 current clients
Three STAs are connected to ABCData. Three STAs are connected to Guest. Two STAs are connected to ABCVoice. 

How many unique GTKs and PTKs are currently in place in this scenario? 

A. 1 GTK 8 PTKs 

B. 2 GTKs 5 PTKs 

C. 2 GTKs 8 PTKs 

D. 3 GTKs 8 PTKs 

Correct Answer: B 
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