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QUESTION 1

In the IEEE 802.11-2012 standard, what is the purpose of the 802.1X Uncontrolled Port?

A. To allow only authentication frames to flow between the Supplicant and Authentication Server
B. To block authentication traffic until the 4-Way Handshake completes

C. To pass general data traffic after the completion of 802.11 authentication and key management
D. To block unencrypted user traffic after a 4-Way Handshake completes

Correct Answer: A

QUESTION 2

Given: A large enterprise is designing a secure, scalable, and manageable 802.11n WLAN that will support thousands
of users. The enterprise will support both 802.1X/EAP-TTLS and PEAPVO/MSCHAPV2. Currently, the company is
upgrading network servers as well and will replace their existing Microsoft IAS implementation with Microsoft NPS,
querying Active Directory for user authentication.

For this organization, as they update their WLAN infrastructure, what WLAN controller feature will likely be least
valuable?

A. WPA2-Enterprise authentication/encryption
B. Internal RADIUS server

C. WIPS support and integration

D. 802.1Q VLAN trunking

E. SNMPv3 support

Correct Answer: B

QUESTION 3

Given: One of the security risks introduced by WPA2-Personal is an attack conducted by an authorized network user
who knows the passphrase. In order to decrypt other users\\' traffic, the attacker must obtain certain information from
the 4-way handshake of the other users.

In addition to knowing the Pairwise Master Key (PMK) and the supplicant\\'s address (SA), what other three inputs must
be collected with a protocol analyzer to recreate encryption keys? (Choose 3)

A. Authenticator nonce
B. Supplicant nonce

C. Authenticator address (BSSID)
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D. GTKSA
E. Authentication Server nonce

Correct Answer: ABC

QUESTION 4

When TKIP is selected as the pairwise cipher suite, what frame types may be protected with data confidentiality?
(Choose 2)

A. Robust broadcast management
B. Robust unicast management
C. Control

D. Data

E. ACK

F. QoS Data

Correct Answer: DF

QUESTION 5

In what deployment scenarios would it be desirable to enable peer-to-peer traffic blocking?

A. In home networks in which file and printer sharing is enabled

B. At public hot-spots in which many clients use diverse applications

C. In corporate Voice over Wi-Fi networks with push-to-talk multicast capabilities

D. In university environments using multicast video training sourced from professor\\'s laptops

Correct Answer: B
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