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QUESTION 1

ABC Company has deployed a Single Channel Architecture (SCA) solution to help overcome some of the common
problems with client roaming. In such a network, all APs are configured with the same channel and BSSID.
PEAPv0/EAP-MSCHAPv2 is the only supported authentication mechanism. 

As the Voice over Wi-Fi (STA-1) client moves throughout this network, what events are occurring? 

A. STA-1 initiates open authentication and 802.11 association with each AP prior to roaming. 

B. The WLAN controller is querying the RADIUS server for authentication before the association of STA-1 is moved
from one AP to the next. 

C. STA-1 controls when and where to roam by using signal and performance metrics in accordance with the chipset
drivers and 802.11k. 

D. The WLAN controller controls the AP to which STA-1 is associated and transparently moves this association in
accordance with the physical location of STA-1. 

Correct Answer: D 

 

QUESTION 2

What is a primary criteria for a network to qualify as a Robust Security Network (RSN)? 

A. Token cards must be used for authentication. 

B. Dynamic WEP-104 encryption must be enabled. 

C. WEP may not be used for encryption. 

D. WPA-Personal must be supported for authentication and encryption. 

E. WLAN controllers and APs must not support SSHv1. 

Correct Answer: C 

 

QUESTION 3

Given: You view a protocol analyzer capture decode with the following protocol frames listed in the following order
(excluding the ACK frames): 

1) 802.11 Probe Request and 802.11 Probe Response 2) 802.11 Auth and another 802.11 Auth 2) 802.11 Assoc Req
and 802.11 Assoc Rsp 4) EAPOL-Start 5) EAP Request and EAP Response 6) EAP Request and EAP Response 7)
EAP Request and EAP Response 8) EAP Request and EAP Response 9) EAP Request and EAP Response 10) EAP
Success 19) EAPOL-Key (4 frames in a row) 

What are you seeing in the capture file? (Choose 4) 

A. WPA2-Enterprise authentication 
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B. WPA2-Personal authentication 

C. 802.11 Open System authentication 

D. 802.1X with Dynamic WEP 

E. Wi-Fi Protected Setup with PIN 

F. Active Scanning 

G. 4-Way Handshake 

Correct Answer: ACFG 

 

QUESTION 4

You are implementing an 802.11ac WLAN and a WIPS at the same time. You must choose between integrated and
overlay WIPS solutions. Which of the following statements is true regarding integrated WIPS solutions? 

A. Integrated WIPS always perform better from a client throughput perspective because the same radio that performs
the threat scanning also services the clients. 

B. Integrated WIPS use special sensors installed alongside the APs to scan for threats. 

C. Many integrated WIPS solutions that detect Voice over Wi-Fi traffic will cease scanning altogether to accommodate
the latency sensitive client traffic. 

D. Integrated WIPS is always more expensive than overlay WIPS. 

Correct Answer: C 

 

QUESTION 5

What policy would help mitigate the impact of peer-to-peer attacks against wireless-enabled corporate laptop computers
when the laptops are also used on public access networks such as wireless hot-spots? 

A. Require Port Address Translation (PAT) on each laptop. 

B. Require secure applications such as POP, HTTP, and SSH. 

C. Require VPN software for connectivity to the corporate network. 

D. Require WPA2-Enterprise as the minimal WLAN security solution. 

Correct Answer: C 
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