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QUESTION 1

A company just successfully completed a DR test and is ready to shut down its DR site and resume normal operations.
Which of the following actions should the cloud administrator take FIRST? 

A. Initiate a failover 

B. Restore backups 

C. Configure the network 

D. Perform a failback 

Correct Answer: A 

 

QUESTION 2

A company that utilizes an IaaS service provider has contracted with a vendor to perform a penetration test on its
environment. The vendor is able to exploit the virtualization layer and obtain access to other instances within the cloud
provider\\'s environment that do not belong to the company. 

Which of the following BEST describes this attack? 

A. VM escape 

B. Directory traversal 

C. Buffer overflow 

D. Heap spraying 

Correct Answer: A 

Reference: https://whatis.techtarget.com/definition/virtual-machine-escape 

 

QUESTION 3

An organization will be deploying a web application in a public cloud with two web servers, two database servers, and a
load balancer that is accessible over a single public IP. 

Taking into account the gateway for this subnet and the potential to add two more web servers, which of the following
will meet the minimum IP requirement? 

A. 192.168.1.0/26 

B. 192.168.1.0/27 

C. 192.168.1.0/28 

D. 192.168.1.0/29 
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Correct Answer: B 

 

QUESTION 4

A company needs to rehost its ERP system to complete a datacenter migration to the public cloud. The company has
already migrated other systems and configured VPN connections. Which of the following MOST likely needs to be
analyzed before rehosting the ERP? 

A. Software 

B. Licensing 

C. Right-sizing 

D. The network 

Correct Answer: B 

 

QUESTION 5

After accidentally uploading a password for an IAM user in plain text, which of the following should a cloud administrator
do FIRST? 

A. Identify the resources that are accessible to the affected IAM user 

B. Remove the published plain-text password 

C. Notify users that a data breach has occurred 

D. Change the affected IAM user\\'s password 

E. Delete the affected IAM user 

Correct Answer: B 
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