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QUESTION 1

A critical new security update has been released to fix an identified zero-day vulnerability with the SSH server process.
Due to its severity, all development and staging servers must have this update applied immediately. Which of the
following is the FASTEST way for the administrator to apply the patch and ensure all systems are configured
consistently? 

A. Shut down all servers and use the server provisioning tools to deploy new ones that have the latest patch applied. 

B. Create a master inventory list of servers that must be patched. Log in to each server and deploy the patch, making
sure to check off each server on the list. 

C. Use the existing tooling to clone the existing servers. Update each clone with the latest patch and shut down the
original system. 

D. Update the set of configuration management scripts to include the latest patch. Execute these scripts against a
master inventory of servers. 

Correct Answer: D 

 

QUESTION 2

A company is migrating to the cloud and needs to implement a security policy. Which of the following should the
company implement? 

A. Redundancy strategy 

B. Integration strategy 

C. Disaster recovery strategy 

D. Patching strategy 

Correct Answer: C 

 

QUESTION 3

A technician receives a report of system utilization: 

Which of the following additional resources should the technician add FIRST given the trend data shown above? 

A. CPU 
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B. Disk 

C. Bandwidth 

D. RAM 

Correct Answer: B 

 

QUESTION 4

A law firm wants to limit log retention to the minimum required by law and regulation. Which of the following is the
engineer most likely to do FIRST? 

A. Create a 2GB external hard drive to log all activities. 

B. Configure all systems in scope to log activities in support of company policies. 

C. Configure a daily rotation on all workstations to limit the logs\\' discovery scope. 

D. Deduplicate, compress, and encrypt all logs before archiving them. 

Correct Answer: B 

 

QUESTION 5

Which of the following network topologies should an administrator use to segment traffic? 

A. Metropolitan Area Networks 

B. Local Area Networks 

C. Virtual Local Area Networks 

D. Wide Area Networks 

Correct Answer: C 
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