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QUESTION 1

In which type of access control do user ID and password system come under? 

A. Physical 

B. Technical 

C. Power 

D. Administrative 

Correct Answer: B 

Technical access controls include IDS systems, encryption, network segmentation, and antivirus controls. Answer: D is
incorrect. The policies and procedures implemented by an organization come under administrative access controls.
Answer: A is incorrect. Security guards, locks on the gates, and alarms come under physical access controls. Answer: C
is incorrect. There is no such type of access control as power control. 

 

QUESTION 2

Fill in the blank with an appropriate phrase The is a formal state transition system of computer security policy that
describes a set of access control rules designed to ensure data integrity. 

A. Biba model 

Correct Answer: A 

The Biba model is a formal state transition system of computer security policy that describes a set of access control
rules designed to ensure data integrity. Data and subjects are grouped into ordered levels of integrity. The model is
designed so that subjects may not corrupt data in a level ranked higher than the subject, or be corrupted by data from a
lower level than the subject. 

 

QUESTION 3

Which of the following phases of NIST SP 800-37 CandA methodology examines the residual risk for acceptability, and
prepares the final security accreditation package? 

A. Security Accreditation 

B. Initiation 

C. Continuous Monitoring 

D. Security Certification 

Correct Answer: A 

The various phases of NIST SP 800-37 CandA are as follows: Phase 1: Initiation- This phase includes preparation,
notification and resource identification. It performs the security plan analysis, update, and acceptance. Phase 2: Security
Certification- The Security certification phase evaluates the controls and documentation. Phase 3: Security
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Accreditation- The security accreditation phase examines the residual risk for acceptability, and prepares the final
security accreditation package. Phase 4: Continuous Monitoring-This phase monitors the configuration management
and control, ongoing security control verification, and status reporting and documentation. 

 

QUESTION 4

Which of the following plans is designed to protect critical business processes from natural or man-made failures or
disasters and the resultant loss of capital due to the unavailability of normal business processes? 

A. Contingency plan 

B. Business continuity plan 

C. Crisis communication plan 

D. Disaster recovery plan 

Correct Answer: B 

 

The business continuity plan is designed to protect critical business processes from natural or man-made failures or
disasters and the resultant loss of capital due to the unavailability of normal business processes. Business Continuity
Planning (BCP) is the creation and validation of a practiced logistical plan for how an organization will recover and
restore partially or completely interrupted critical (urgent) functions within a predetermined time after a disaster or
extended disruption. The logistical plan is called a business continuity plan. Answer: C is incorrect. The crisis
communication plan can be broadly defined as the plan for the exchange of information before, during, or after a crisis
event. It is considered as a sub-specialty of the public relations profession that is designed to protect and defend an
individual, company, or organization facing a public challenge to its reputation. The aim of crisis communication plan is
to assist organizations to achieve continuity of critical business processes and information flows under crisis, disaster or
event driven circumstances. Answer: A is incorrect. A contingency plan is a plan devised for a specific situation when
things could go wrong. Contingency plans are often devised by governments or businesses who want to be prepared for
anything that could happen. Contingency plans include specific strategies and actions to deal with specific variances to
assumptions resulting in a particular problem, emergency, or state of affairs. They also include a monitoring process
and "triggers" for initiating planned actions. They are required to help governments, businesses, or individuals to recover
from serious incidents in the minimum time with minimum cost and disruption. Answer: D is incorrect. A disaster
recovery plan should contain data, hardware, and software that can be critical for a business. It should also include the
plan for sudden loss such as hard disc crash. The business should use backup and data recovery utilities to limit the
loss of data. 

 

QUESTION 5

The rights of an author or a corporation to make profit from the creation of their products (such as software, music, etc.)
are protected by the Intellectual Property law. Which of the following are the components of the Intellectual Property
law? Each correct answer represents a part of the solution. Choose two. 

A. Trademark law 

B. Industrial Property law 

C. Copyright law 

D. Patent law 
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Correct Answer: BC 

The Industrial Property law and the Copyright law are the components of the Intellectual Property law. 
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