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QUESTION 1

The security configuration management policy states that all patches must undergo testing procedures before being
moved into production. The security analyst notices a single web application server has been downloading and applying
patches during non-business hours without testing. There are no apparent adverse reactions, server functionality does
not seem to be affected, and no malware was found after a scan. 

Which of the following actions should the analyst take? 

A. Reschedule the automated patching to occur during business hours. 

B. Monitor the web application service for abnormal bandwidth consumption. 

C. Create an incident ticket for anomalous activity. 

D. Monitor the web application for service interruptions caused from the patching. 

Correct Answer: C 

 

QUESTION 2

Nmap scan results on a set of IP addresses returned one or more lines beginning with "cpe:/o:" followed by a company
name, product name, and version. Which of the following would this string help an administrator to identify? 

A. Operating system 

B. Running services 

C. Installed software 

D. Installed hardware 

Correct Answer: A 

 

QUESTION 3

A security analyst has performed various scans and found vulnerabilities in several applications that affect production
data. Remediation of all exploits may cause certain applications to no longer work. Which of the following activities
would need to be conducted BEFORE remediation? 

A. Fuzzing 

B. Input validation 

C. Change control 

D. Sandboxing 

Correct Answer: C 
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QUESTION 4

Which of the following is MOST effective for correlation analysis by log for threat management? 

A. PCAP 

B. SCAP 

C. IPS 

D. SIEM 

Correct Answer: D 

 

QUESTION 5

Creating an isolated environment in order to test and observe the behavior of unknown software is also known as: 

A. sniffing 

B. hardening 

C. hashing 

D. sandboxing 

Correct Answer: D 
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