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QUESTION 1

An analyst was tasked with providing recommendations of technologies that are PKI X.509 compliant for a variety of
secure functions. Which of the following technologies meet the compatibility requirement? (Select three.)

A. 3DES

B. AES

C. IDEA

D. PKCS

E. PGP

F. SSL/TLS
G. TEMPEST

Correct Answer: BDF

QUESTION 2

A security analyst begins to notice the CPU utilization from a sinkhole has begun to spike. Which of the following
describes what may be occurring?

A. Someone has logged on to the sinkhole and is using the device.

B. The sinkhole has begun blocking suspect or malicious traffic.

C. The sinkhole has begun rerouting unauthorized traffic.

D. Something is controlling the sinkhole and causing CPU spikes due to malicious utilization.

Correct Answer: C

QUESTION 3

While conducting research on malicious domains, a threat intelligence analyst received a blue screen of death. The
analyst rebooted and received a message stating that the computer had been locked and could only be opened by
following the instructions on the screen. Which of the following combinations describes the MOST likely threat and the
PRIMARY mitigation for the threat?

A. Ransomware and update antivirus

B. Account takeover and data backups

C. Ransomware and full disk encryption

D. Ransomware and data backups
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Correct Answer: D

QUESTION 4

A cybersecurity analyst has received a report that multiple systems are experiencing slowness as a result of a DDoS
attack. Which of the following would be the BEST action for the cybersecurity analyst to perform?

A. Continue monitoring critical systems.

B. Shut down all server interfaces.

C. Inform management of the incident.

D. Inform users regarding the affected systems.

Correct Answer: C

QUESTION 5

A cybersecurity analyst has several log files to review. Instead of using grep and cat commands, the analyst decides to
find a better approach to analyze the logs. Given a list of tools, which of the following would provide a more efficient way
for the analyst to conduct a timeline analysis, do keyword searches, and output a report?

A. Kali

B. Splunk

C. Syslog

D. OSSIM

Correct Answer: B
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