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QUESTION 1

CORRECT TEXT 
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Two tools are pre-installed on the cluster\\'s worker node: 

1.

 sysdig 

2.

 falco 

Using the tool of your choice (including any non pre-installed tool), analyze the container\\'s behavior for at least 30
seconds, using filters that detect newly spawning and executing processes. Store an incident file at
/opt/KSRS00101/alerts/ 

details, containing the detected incidents, one per line, in the following format: 

The following example shows a properly formatted incident file: 

A. See the explanation below: 

B. PlaceHolder 
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Correct Answer: A 
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Text 
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QUESTION 2

You can switch the cluster/configuration context using the following command: 

[desk@cli] $ kubectl config use-context qa 

Context: 

A pod fails to run because of an incorrectly specified ServiceAccount 

Task: 

Create a new service account named backend-qa in an existing namespace qa, which must not have access to any
secret. 

Edit the frontend pod yaml to use backend-qa service account 

Note: You can find the frontend pod yaml at /home/cert_masters/frontend-pod.yaml 

A. See the explanation below 

B. PlaceHolder 

Correct Answer: A 

[desk@cli] $ k create sa backend-qa -n qasa/backend-qa created [desk@cli] $ k get role,rolebinding -n qaNo resources
found in qa namespace. [desk@cli] $ k create role backend -n qa --resource pods,namespaces,configmaps --verb list#
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No access to secret [desk@cli] $ k create rolebinding backend -n qa --role backend --serviceaccount qa:backend-qa
[desk@cli] $ vim /home/ cert_masters/frontend-pod.yaml uk.co.certification.simulator.questionpool.PList@120e0660
[desk@cli] $ k apply -f /home/cert_masters/frontend-pod.yamlpod created [desk@cli] $ k create sa backend-qa -n
qaserviceaccount/backend-qa created [desk@cli] $ k get role,rolebinding -n qaNo resources found in qa namespace.
[desk@cli] $ k create role backend -n qa --resource pods,namespaces,configmaps --verb
listrole.rbac.authorization.k8s.io/backend created [desk@cli] $ k create rolebinding backend -n qa --role backend
--serviceaccount qa:backendqarolebinding.rbac.authorization.k8s.io/backend created [desk@cli] $ vim
/home/cert_masters/frontend-pod.yaml apiVersion: v1 kind: Pod metadata: name: frontend spec: serviceAccountName:
backend-qa # Add this image: nginx name: frontend [desk@cli] $ k apply -f /home/cert_masters/frontend-
pod.yamlpod/frontend createdhttps://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/ 

 

QUESTION 3

Cluster: qa-cluster 

Master node: master Worker node: worker1 You can switch the cluster/configuration context using the following
command: [desk@cli] $ kubectl config use-context qa-cluster 

Task: 

Create a NetworkPolicy named restricted-policy to restrict access to Pod product running in namespace dev. 

Only allow the following Pods to connect to Pod products-service: 

1.

 Pods in the namespace qa 

2.

 Pods with label environment: stage, in any namespace 

A. See the below. 

B. PlaceHolder 

Correct Answer: A 

 

 

QUESTION 4
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Create a RuntimeClass named gvisor-rc using the prepared runtime handler named runsc. 

Create a Pods of image Nginx in the Namespace server to run on the gVisor runtime class 

A. See the explanation below: 

B. PlaceHolder 

Correct Answer: A 

Install the Runtime Class for gVisor 

{ # Step 1: Install a RuntimeClass cat
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