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QUESTION 1

In designing the architecture of an access control system, it was determined that confidentiality and controlled access to
information were the primary focus. Which of the following security models is the BEST choice for the organization?

A. Biba integrity model
B. Clark-Wilson model
C. Bell-LaPadula model
D. Brewer-Nash model

Correct Answer: C

QUESTION 2

What industry-recognized document could be used as a baseline reference that is related to data security and business
operations for conducting a security assessment?

A. Service Organization Control (SOC) 1 Type 2
B. Service Organization Control (SOC) 2 Type 1
C. Service Organization Control (SOC) 1 Type 1
D. Service Organization Control (SOC) 2 Type 2

Correct Answer: B

QUESTION 3

The personal laptop of an organization executive is stolen from the office, complete with personnel and project records.
Which of the following should be done FIRST to mitigate future occurrences?

A. Encrypt disks on personal laptops

B. Issue cable locks for use on personal laptops

C. Create policies addressing critical information on personal laptops
D. Monitor personal laptops for critical information

Correct Answer: A
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QUESTION 4

An Intrusion Detection System (IDS) has recently been deployed in a Demilitarized Zone (DMZ). The IDS detects a

flood of malformed packets. Which of the following BEST describes what has occurred?

A. Denial of Service (DoS) attack

B. Address Resolution Protocol (ARP) spoof
C. Buffer overflow

D. Ping flood attack

Correct Answer: A

QUESTION 5

What are the roles within a scrum methodoligy?

A. System owner, scrum master, and development team

B. prduct owner, scrum master, and scrum team

C. Scrum master, requirements manager, and development team
D. Scrum master, quality assurance team, and scrum team

Correct Answer: B
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