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QUESTION 1

A company developed a web application which is sold as a Software as a Service (SaaS) solution to the customer. The
application is hosted by a web server running on a “specific operating system (OS) on a virtual machine (VM). During
the transition phase of the service, it is determined that the support team will need access to the application logs. Which
of the following privileges would be the MOST suitable?

A. Administrative privileges on the OS

B. Administrative privileges on the web server

C. Administrative privileges on the hypervisor

D. Administrative privileges on the application folders

Correct Answer: D

QUESTION 2

What component of a web application that stores the session state in a cookie can be bypassed by an attacker?
A. An initialization check

B. An identification check

C. An authentication check

D. An authorization check

Correct Answer: C

QUESTION 3

What does electronic vaulting accomplish?

A. It protects critical files.

B. It ensures the fault tolerance of Redundant Array of Independent Disks (RAID) systems
C. It stripes all database records

D. It automates the Disaster Recovery Process (DRP)

Correct Answer: A

QUESTION 4

What is the MOST effective response to a hacker who has already gained access to a network and will attempt to pivot
to other resources?
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A. Reset all passwords.

B. Shut down the network.
C. Warn users of a breach.
D. Segment the network.

Correct Answer: D

QUESTION 5

A security engineer is conducting an audit of an organization\\'s Voice over Internet Protocol (VolP) phone network due
to a large increase in charges from their phone provider. The engineer discovers unauthorized endpoints have
connected to the phone server from the public internet and placed hundreds of unauthorized calls to parties around the
globe. Which type of attack occurred?

A. Control eavesdropping

B. Toll fraud

C. Call hijacking

D. Address spoofing

Correct Answer: B
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