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QUESTION 1

Data remanence is the biggest threat in which of the following scenarios? 

A. A physical disk drive has been overwritten and reused within a datacenter 

B. A physical disk drive has been degaussed, verified, and released to a third party for destruction 

C. A flash drive has been overwritten, verified, and reused within a datacenter 

D. A flash drive has been overwritten and released to a third party for destruction 

Correct Answer: A 

 

QUESTION 2

Which of the following is required to determine classification and ownership? 

A. System and data resources are properly identified 

B. Access violations are logged and audited 

C. Data file references are identified and linked 

D. System security controls are fully integrated 

Correct Answer: A 

 

QUESTION 3

During examination of Internet history records, the following string occurs within a Unique Resource Locator (URL): 

http://www.companysite.com/products/products.asp?productid=123 or 1=1 

What type of attack does this indicate? 

A. Directory traversal 

B. Structured Query Language (SQL) injection 

C. Cross-Site Scripting (XSS) 

D. Shellcode injection 

Correct Answer: B 

 

 

QUESTION 4
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Which of the following security tools will ensure authorized data is sent to the application when implementing a cloud
based application? 

A. Host-based intrusion prevention system (HIPS) 

B. Access control list (ACL) 

C. File integrity monitoring (FIM) 

D. Data loss prevention (DLP) 

Correct Answer: B 

 

QUESTION 5

Which of the following will help identify the source internet protocol (IP) address of malware being exected on a
computer? 

A. List of open network connections 

B. Display Transmission Control Protocol/Internet Protocol (TCP/IP) network configuration information. 

C. List of running processes 

D. Display the Address Resolution Protocol (APP) table. 

Correct Answer: A 
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