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HOTSPOT
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Which Web Services Security (WS-Security) specification maintains a single authenticated identity across multiple
dissimilar environments? Click on the correct specification in the image below.

Hot Area:
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WS-Secure ) WS-
Conversation SRR S Authorization
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WS-Policy WS-Trust WS-Privacy
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Correct Answer:
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QUESTION 2
DRAG DROP

Match the functional roles in an external audit to their responsibilities. Drag each role on the left to its corresponding
responsibility on the right.

Select and Place:

Eﬂli E .! .!i
Executive management | Approve audit budget and resource allocation.
Audit committee Provide audit oversight.
Compliance officer F tastis mﬁ%m“m
External auditor m t:ﬂm%mwmmjﬁmw

Correct Answer:
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Role Responsibility
|Executive management = Approve audit budget and resource allocation.
[ Andit comanittee | Provide audit oversight.
— — 1 Ensure the achievement and maintenance of organizational
i i External auditor | requirements with applicable certifications.
Compliance officer Develop and maintain knowledge and subject-matter expertise
relevant to the type of audit.

QUESTION 3

HOTSPOT

In the network design below, where is the MOST secure Local Area Network (LAN) segment to deploy a Wireless
Access Point (WAP) that provides contractors access to the Internet and authorized enterprise services?

Hot Area:
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Firewall

DNS Server

Ecommerce
Server

Firewall

LAN 2 '
Database Server

Correct Answer:
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LAN 3 Firewall LAN 1

DNS Server Ecommerce
Firewall Server
LAN 2
Database Server
QUESTION 4
HOTSPOT

Which Web Services Security (WS-Security) specification handles the management of security tokens and the
underlying policies for granting access? Click on the correct specification in the image below.

Hot Area:
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Correct Answer:

QUESTION 5

DRAG DROP
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Place the following information classification steps in sequential order.

Select and Place:

Steps

Decclassify information when
appropriate

Apply the appropriate security
markings

Conduct periodic classification
reviews

Assign a classification
level

Document the information
assets

Correct Answer:

Steps

Document the information
assets

Assign a classification

Hewve|

Apply the appropriate security
markings

Conduct periodic classification
reviews

Declassify information when
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