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QUESTION 1

Which of the following is MOST effective in preventing weaknesses from being introduced into existing production
systems? 

A. Patch management 

B. Change management 

C. Security baselines 

D. Virus detection 

Correct Answer: B 

Change management controls the process of introducing changes to systems. This is often the point at which a
weakness will be introduced. Patch management involves the correction of software weaknesses and would necessarily
follow change management procedures. Security baselines provide minimum recommended settings and do not prevent
introduction of control weaknesses. Virus detection is an effective tool but primarily focuses on malicious code from
external sources, and only for those applications that are online. 

 

QUESTION 2

What is the PRIMARY benefit to an organization when information security program requirements are aligned with
employment and staffing processes? 

A. Security incident reporting procedures are followed. 

B. Security staff turnover is reduced. 

C. Information assets are classified appropriately. 

D. Access is granted based on task requirements. 

Correct Answer: B 

Reference: https://infosecbrigade.com/benefits-of-having-an-information-security-program-in-an-organization/#:~:text=A
%20security%20program%20facilitates%20the,up%20making%20more%20informed%20decisions 

 

QUESTION 3

Security policies should be aligned MOST closely with: 

A. industry\\' best practices. 

B. organizational needs. 

C. generally accepted standards. 

D. local laws and regulations. 
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Correct Answer: B 

The needs of the organization should always take precedence. Best practices and local regulations are important, but
they do not take into account the total needs of an organization. 

 

QUESTION 4

After a security incident has been contained, which of the following should be done FIRST? 

A. Conduct forensic analysis 

B. Notify local authorities 

C. Restore the affected system from backup 

D. Perform a complete wipe of the affected system 

Correct Answer: C 

 

QUESTION 5

When evaluating the risk from external hackers the maximum exposure time would be the difference between: 

A. log refresh and restoration. 

B. identification and resolution. 

C. detection and response. 

D. compromise and containment. 

Correct Answer: C 
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