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QUESTION 1

To ensure appropriate control of information processed in IT systems, security safeguards should be based PRIMARILY
on:

A. established guidelines

B. criteria consistent with classification levels

C. efficient technical processing considerations
D. overall IT capacity and operational constraints

Correct Answer: A

QUESTION 2

Which of the following is the MOST effective way to help ensure web developers understand the growing severity of
web application security risks?

A. Standardize secure web development practices

B. Integrate security into the early phases of the development life cycle
C. Incorporate security requirements into job descriptions

D. Implement a tailored security awareness training program

Correct Answer: D

QUESTION 3

Which of the following is the MOST important information to include in a strategic plan for information security?
A. Information security staffing requirements

B. Current state and desired future state

C. IT capital investment requirements

D. information security mission statement

Correct Answer: B

It is most important to paint a vision for the future and then draw a road map from the stalling point to the desired future
state. Staffing, capital investment and the mission all stem from this foundation.

QUESTION 4
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When designing an information security risk monitoring framework, it is MOST important to ensure:
A. preservation of forensic evidence is enabled

B. the monitoring system is patched regularly

C. feedback is communicated to stakeholders

D. outlier events are escalated to system administrators

Correct Answer: C

QUESTION 5

Which of the following should be the PRIMARY focus of a post-incident review following a successful response to a
cybersecurity incident?

A. Which control failures contributed to the incident
B. How incident response processes were executed
C. What attack vectors were utilized

D. When business operations were restored

Correct Answer: D
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