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QUESTION 1

After a server has been attacked, which of the following is the BEST course of action? 

A. Conduct a security audit 

B. Review vulnerability assessment 

C. Isolate the system 

D. Initiate incident response 

Correct Answer: D 

 

QUESTION 2

Which of the following is MOST important to the effectiveness of an information security program? 

A. The program is aligned to legal and regulatory requirements 

B. The program is aligned to a security control framework 

C. Annual audits of the program are conducted 

D. Users are trained on security policies and procedures 

Correct Answer: B 

 

QUESTION 3

The FIRST step to create an internal culture that focuses on information security is to: 

A. implement stronger controls. 

B. conduct periodic awareness training. 

C. actively monitor operations. 

D. gain the endorsement of executive management. 

Correct Answer: D 

Endorsement of executive management in the form of policies provides direction and awareness. The implementation of
stronger controls may lead to circumvention. Awareness training is important, but must be based on policies. Actively
monitoring operations will not affect culture at all levels. 

 

QUESTION 4

When establishing escalation processes for an organization\\'s computer security incident response team, the
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organization\\'s procedures should: 

A. provide unrestricted communication channels to executive leadership to ensure direct access. 

B. require events to be escalated whenever possible to ensure that management is kept informed. 

C. recommend the same communication path for events to ensure consistency of communication. 

D. specify step-by-step escalation paths to ensure an appropriate chain of command. 

Correct Answer: D 

 

QUESTION 5

An information security manager has been informed of a new vulnerability in an online banking application, and a patch
to resolve this issue is expected to be released in the next 72 hours. Which of the following should the information
security manager do FIRST? 

A. Implement mitigating controls. 

B. Perform a business impact analysis (BIA). 

C. Perform a risk assessment. 

D. Notify senior management. 

Correct Answer: A 
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