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QUESTION 1

Which of the following is a PRIMARY function of an incident response team?
A. To provide a business impact assessment

B. To provide effective incident mitigation

C. To provide a single point of contact for critical incidents

D. To provide a risk assessment for zero-day vulnerabilities

Correct Answer: B

QUESTION 2

The selection of security controls is PRIMARILY linked to:
A. best practices of similar organizations

B. risk appetite of the organization

C. regulatory requirements

D. business impact assessment

Correct Answer: B

QUESTION 3

Which of the following will BEST help to ensure security is addressed when developing a custom application?
A. Conducting security training for the development staff

B. Integrating security requirements into the development process

C. Requiring a security assessment before implementation

D. Integrating a security audit throughout the development process

Correct Answer: B

QUESTION 4
An organization is MOST at risk from a new worm being introduced through the intranet when:
A. desktop virus definition files are not up to date.

B. system software does not undergo integrity checks.
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C. hosts have static IP addresses.
D. executable code is run from inside the firewall.

Correct Answer: A

QUESTION 5

An information security manager is recommending an investment in a new security initiative to address recently
published threats. Which of the following is MOST important to include in the business case?

A. Alignment with the approved IT strategy

B. Potential impact of threat realization

C. Availability of resources to implement the initiative
D. Peer group threat intelligence report

Correct Answer: B
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