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QUESTION 1

Which of the following is the MOST important consideration for an IS auditor when assessing the adequacy of an
organization\\'s information security policy? 

A. Alignment with the IT tactical plan 

B. IT steering committee minutes 

C. Compliance with industry best practice 

D. Business objectives 

Correct Answer: D 

 

QUESTION 2

Which of the following BEST enables the timely identification of risk exposure? 

A. External audit review 

B. Internal audit review 

C. Control self-assessment (CSA) 

D. Stress testing 

Correct Answer: C 

 

QUESTION 3

What is an IS auditor\\'s BEST recommendation for management if a network vulnerability assessment confirms that
critical patches have not been applied since the last assessment? 

A. Implement a process to test and apply appropriate patches. 

B. Apply available patches and continue periodic monitoring. 

C. Configure servers to automatically apply available patches. 

D. Remove unpatched devices from the network. 

Correct Answer: A 

 

QUESTION 4

An IS auditor has completed the fieldwork phase of a network security review and is preparing the initial following
findings should be ranked as the HIGHEST risk? 
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A. Network penetration tests are not performed 

B. The network firewall policy has not been approved by the information security officer. 

C. Network firewall rules have not been documented. 

D. The network device inventory is incomplete. 

Correct Answer: A 

 

QUESTION 5

An IS auditor has been tasked to review the processes that prevent fraud within a business expense claim system.
Which of the following stakeholders is MOST important to involve in this review? 

A. Information security manager 

B. Quality assurance (QA) manager 

C. Business department executive 

D. Business process owner 

Correct Answer: C 

This is because they have the authority to implement changes and enforce processes to prevent fraud within the
business expense claim system. The Information Security Manager and Quality Assurance Manager would be able to
provide valuable input, but they do not have the same level of authority to ensure that the changes are actually
implemented. The Business Process Owner would also be important to involve in the review, as they would be able to
provide insight on the current processes and any potential areas of improvement. 
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