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QUESTION 1

As part of an IS audit, the auditor notes the practices listed below. Which of the following would be a segregation of
duties concern? 

A. Operators are degaussing magnetic tapes during night shifts. 

B. System programmers have logged access to operating system parameters. 

C. System programmers are performing the duties of operators. 

D. Operators are acting as tape librarians on alternate shifts. 

Correct Answer: D 

 

QUESTION 2

Which of the following findings should be an IS auditor\\'s GREATEST concern when reviewing an organization\\'s
purchase of new IT infrastructure hardware? 

A. The new infrastructure arrived with default system settings. 

B. The new infrastructure has residual risk within the organization\\'s risk tolerance. 

C. The new infrastructure\\'s hardening requirements are stronger than required by policy. 

D. The new infrastructure has compatibility issues with existing systems. 

Correct Answer: D 

 

QUESTION 3

A cloud service provider is unable to provide an independent assessment of controls. Which of the following is the BEST
way to obtain assurance that the provider can adequately protect the organization\\'s information? 

A. Check references supplied by the provider\\'s other customers. 

B. Invoke the right to audit per the contract. 

C. Review the provider\\'s information security policy. 

D. Review the provider\\'s self-assessment. 

Correct Answer: B 

 

QUESTION 4

What should be the PRIMARY basis for selecting which IS audits to perform in the coming year? 
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A. Senior management\\'s request 

B. Prior year\\'s audit findings 

C. Organizational risk assessment 

D. Previous audit coverage and scope 

Correct Answer: C 

 

QUESTION 5

Which of the following is MOST important to consider when assessing the scope of privacy concerns for an IT project? 

A. Applicable laws and regulations 

B. End user access rights 

C. Business requirements 

D. Classification of data 

Correct Answer: A 
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