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QUESTION 1

Which is likely to reduce the types of access controls needed within an organization?
A. Decentralization of data.

B. Regular data inventories.

C. Standardization of technology.

D. Increased number of remote employees.

Correct Answer: C

QUESTION 2

What privacy risk is NOT mitigated by the use of encrypted computation to target and serve online ads?
A. The ad being served to the user may not be relevant.

B. The user\\'s sensitive personal information is used to display targeted ads.

C. The personal information used to target ads can be discerned by the server.

D. The user\\'s information can be leaked to an advertiser through weak de-identification techniques.

Correct Answer: D

QUESTION 3
SCENARIO

Kyle is a new security compliance manager who will be responsible for coordinating and executing controls to ensure
compliance with the company\\'s information security policy and industry standards. Kyle is also new to the company,
where collaboration is a core value. On his first day of new-hire orientation, Kyle\\'s schedule included participating in
meetings and observing work in the IT and compliance departments.

Kyle spent the morning in the IT department, where the CIO welcomed him and explained that her department was
responsible for IT governance. The CIO and Kyle engaged in a conversation about the importance of identifying
meaningful IT governance metrics. Following their conversation, the CIO introduced Kyle to Ted and Barney. Ted is
implementing a plan to encrypt data at the transportation level of the organization\\'s wireless network. Kyle would need
to get up to speed on the project and suggest ways to monitor effectiveness once the implementation was complete.
Barney explained that his short-term goals are to establish rules governing where data can be placed and to minimize
the use of offline data storage.

Kyle spent the afternoon with Jill, a compliance specialist, and learned that she was exploring an initiative for a
compliance program to follow self-regulatory privacy principles. Thanks to a recent internship, Kyle had some
experience in this area and knew where Jill could find some support. Jill also shared results of the company\\'s privacy
risk assessment, noting that the secondary use of personal information was considered a high risk.

By the end of the day, Kyle was very excited about his new job and his new company. In fact, he learned about an open
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position for someone with strong qualifications and experience with access privileges, project standards board approval
processes, and application-level obligations, and couldn\\'t wait to recommend his friend Ben who would be perfect for
the job.

Which data practice is Barney most likely focused on improving?

A. Deletion

B. Inventory.

C. Retention.

D. Sharing

Correct Answer: A

Barney is leading a project to improve the organization\\'s data practices and has implemented a new policy that

requires all employees to delete any data that is no longer needed for business purposes. This suggests that Barney is
most likely focused on improving the organization\\'s data deletion practices.

QUESTION 4

A privacy engineer reviews a newly developed on-line registration page on a company\\'s website. The purpose of the
page is to enable corporate customers to submit a returns / refund request for physical goods. The page displays the

following data capture fields:

company name, account reference, company address, contact name, email address, contact phone number, product
name, quantity, issue description and company bank account details.

After her review, the privacy engineer recommends setting certain capture fields as "non- mandatory". Setting which of
the following fields as "non-mandatory” would be the best example of the principle of data minimization?

A. The contact phone number field.

B. The company address and name.

C. The contact name and email address.
D. The company bank account detail field.

Correct Answer: B

QUESTION 5

What is a main benefit of data aggregation?

A. Itis a good way to perform analysis without needing a statistician.
B. It applies two or more layers of protection to a single data record.

C. It allows one to draw valid conclusions from small data samples.
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D. It is a good way to achieve de-identification and unlinkabilty.

Correct Answer: C
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