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QUESTION 1

A healthcare provider would like to data mine information for research purposes however the Chief Privacy Officer is
concerned medical data of individuals may be disclosed overcome the concern, which is the preferred technique for
protecting such data while still allowing for analysis? 

A. Access Control 

B. Encryption 

C. Isolation 

D. Perturbation 

Correct Answer: D 

perturbation would be a preferred technique for protecting medical data while still allowing for analysis. Perturbation
involves adding noise or randomness to data in order to preserve privacy while still allowing for statistical analysis. 

 

QUESTION 2

What element is most conducive to fostering a sound privacy by design culture in an organization? 

A. Ensuring all employees acknowledge and understood the privacy policy. 

B. Frequent privacy and security awareness training for employees. 

C. Monthly reviews of organizational privacy principles. 

D. Gaining advocacy from senior management. 

Correct Answer: D 

gaining advocacy from senior management is the element most conducive to fostering a sound privacy by design
culture in an organization. Senior management plays a crucial role in setting the tone and direction for privacy practices
within an organization and their support is essential for establishing a strong privacy culture. 

 

QUESTION 3

SCENARIO Please use the following to answer next question: EnsureClaim is developing a mobile app platform for
managing data used for assessing car accident insurance claims. Individuals use the app to take pictures at the crash
site, eliminating the need for a built-in vehicle camera. EnsureClaim 

uses a third-party hosting provider to store data collected by the app. EnsureClaim customer service employees also
receive and review app data before sharing with insurance claim adjusters. The app collects the following information:
First and last name Date of birth (DOB) Mailing address Email address Car VIN number Car model License plate
Insurance card number Photo Vehicle diagnostics Geolocation All of the following technical measures can be
implemented by EnsureClaim to protect personal information that is accessible by third-parties EXCEPT? 

A. Encryption. 
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B. Access Controls. 

C. De-identification. 

D. Multi-factor authentication. 

Correct Answer: B 

 

QUESTION 4

What is the potential advantage of homomorphic encryption? 

A. Encrypted information can be analyzed without decrypting it first. 

B. Ciphertext size decreases as the security level increases. 

C. It allows greater security and faster processing times. 

D. It makes data impenetrable to attacks. 

Correct Answer: C 

Reference: https://www.sciencedirect.com/topics/computer-science/homomorphic-encryption 

 

QUESTION 5

Which of the following is a stage in the data life cycle? 

A. Data classification. 

B. Data inventory. 

C. Data masking. 

D. Data retention. 

Correct Answer: D 

The stages in a typical data lifecycle include creation/collection, processing, storage/retention,
usage/access/sharing/distribution, archival/preservation and destruction/deletion/disposition 3. Among these options
provided here only "Data retention" is a stage in this cycle. 
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