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QUESTION 1

A company has noticed a trend of attackers gaining access to corporate mailboxes. Which of the following would be the
BEST action to take to plan for this kind of attack in the future? 

A. Scanning email server for vulnerabilities 

B. Conducting security awareness training 

C. Hardening the Microsoft Exchange Server 

D. Auditing account password complexity 

Correct Answer: A 

 

QUESTION 2

To minimize vulnerability, which steps should an organization take before deploying a new Internet of Things (IoT)
device? (Choose two.) 

A. Changing the default password 

B. Updating the device firmware 

C. Setting up new users 

D. Disabling IPv6 

E. Enabling the firewall 

Correct Answer: BE 

 

QUESTION 3

In which of the following attack phases would an attacker use Shodan? 

A. Scanning 

B. Reconnaissance 

C. Gaining access 

D. Persistence 

Correct Answer: A 

Reference: https://books.google.com.pk/books?id=3bzPDwAAQBAJandpg=PA41andlpg=PA41anddq=attack+phases+w
ould+an+attacker+use +Shodanandsource=blandots=phUbfR8BOYandsig=ACfU3U1sg5J67s_sL_Ixpr3OiqdCIraKUwan
dhl=enandsa=Xandved=2ahUKEwjazaKCssXpAhUC4YUKHcJ5CVwQ6AEwAXoECBMQAQ#v=onepageandq=attack%
20phases%20would%20an%20attacker %20use%20Shodanandf=false 

CFR-410 VCE Dumps | CFR-410 Practice Test | CFR-410 Braindumps                                2 / 3

https://www.leads4pass.com/cfr-410.html
https://www.leads4pass.com/cfr-410.html
https://www.leads4pass.com/cfr-410.html


https://www.leads4pass.com/cfr-410.html
2024 Latest leads4pass CFR-410 PDF and VCE dumps Download

 

QUESTION 4

A security engineer is setting up security information and event management (SIEM). Which of the following log sources
should the engineer include that will contain indicators of a possible web server compromise? (Choose two.) 

A. NetFlow logs 

B. Web server logs 

C. Domain controller logs 

D. Proxy logs 

E. FTP logs 

Correct Answer: BC 

Reference: https://www.techrepublic.com/blog/data-center/top-three-indicators-of-compromised-web-servers/ 

 

QUESTION 5

An organization recently suffered a breach due to a human resources administrator emailing employee names and
Social Security numbers to a distribution list. Which of the following tools would help mitigate this risk from recurring? 

A. Data loss prevention (DLP) 

B. Firewall 

C. Web proxy 

D. File integrity monitoring 

Correct Answer: A 
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