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QUESTION 1

A system administrator identifies unusual network traffic from outside the local network. Which of the following is the
BEST method for mitigating the threat?

A. Malware scanning
B. Port blocking

C. Packet capturing
D. Content filtering

Correct Answer: C

QUESTION 2

An organization recently suffered a data breach involving a server that had Transmission Control Protocol (TCP) port
1433 inadvertently exposed to the Internet. Which of the following services was vulnerable?

A. Internet Message Access Protocol (IMAP)

B. Network Basic Input/Output System (NetBIOS)
C. Database

D. Network Time Protocol (NTP)

Correct Answer: C

Reference: http://www.princeton.edu/~rblee/ELE572Papers/Fall0O4Readings/DDoSSurveyPaper_20030516_Final.pdf
)

QUESTION 3

Recently, a cybersecurity research lab discovered that there is a hacking group focused on hacking into the computers
of financial executives in Company A to sell the exfiltrated information to Company B. Which of the following threat
motives does this MOST likely represent?

A. Desire for power

B. Association/affiliation

C. Reputation/recognition

D. Desire for financial gain

Correct Answer: D
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QUESTION 4

Malicious code designed to execute in concurrence with a particular event is BEST defined as which of the following?
A. Logic bomb

B. Rootkit

C. Trojan

D. Backdoor

Correct Answer: A

Reference: https://searchsecurity.techtarget.com/definition/Malware-Glossary

QUESTION 5

The incident response team has completed root cause analysis for an incident. Which of the following actions should be
taken in the next phase of the incident response process? (Choose two.)

A. Providing a briefing to management

B. Updating policies and procedures

C. Training staff for future incidents

D. Investigating responsible staff

E. Drafting a recovery plan for the incident

Correct Answer: BE
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