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QUESTION 1

Which of the following are common areas of vulnerabilities in a network switch? (Choose two.) 

A. Default port state 

B. Default credentials 

C. Default protocols 

D. Default encryption 

E. Default IP address 

Correct Answer: AB 

 

QUESTION 2

Which of the following types of attackers would be MOST likely to use multiple zero-day exploits executed against high-
value, well-defended targets for the purposes of espionage and sabotage? 

A. Cybercriminals 

B. Hacktivists 

C. State-sponsored hackers 

D. Cyberterrorist 

Correct Answer: C 

 

QUESTION 3

When performing an investigation, a security analyst needs to extract information from text files in a Windows operating
system. Which of the following commands should the security analyst use? 

A. findstr 

B. grep 

C. awk 

D. sigverif 

Correct Answer: C 

Reference: https://books.google.com.pk/books?id=8qTxCAAAQBAJandpg=PA6andlpg=PA6anddq=awk+extract
+information+from+text+files+in+a+Windows+operating
+systemandsource=blandots=mm7bH69viVandsig=ACfU3U2sg2lNmZXZW0FKQWctyfH89yAz3Qandhl=enandsa=Xand
ved=2ahUKEwiFioWCgbbpAhVFQBoKHavGAcUQ6AEwAHoECBQQAQ#v=onepageandq=awk%20extract%
20information%20from% 20text%20files%20in%20a%20Windows%20operating%20systemandf=false 
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QUESTION 4

Which of the following is susceptible to a cache poisoning attack? 

A. Domain Name System (DNS) 

B. Secure Shell (SSH) 

C. Hypertext Transfer Protocol Secure (HTTPS) 

D. Hypertext Transfer Protocol (HTTP) 

Correct Answer: A 

Reference: https://www.sciencedirect.com/topics/computer-science/cache-poisoning-attack 

 

QUESTION 5

A security administrator is investigating a compromised host. Which of the following commands could the investigator
use to display executing processes in real time? 

A. ps 

B. top 

C. nice 

D. pstree 

Correct Answer: B 

Reference: https://www.cyberciti.biz/faq/show-all-running-processes-in-linux/ 
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