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QUESTION 1

While planning a vulnerability assessment on a computer network, which of the following is essential? (Choose two.)
A. ldentifying exposures

B. Identifying critical assets

C. Establishing scope

D. Running scanning tools

E. Installing antivirus software

Correct Answer: AC

QUESTION 2

During which of the following attack phases might a request sent to port 1433 over a whole company network be seen
within a log?

A. Reconnaissance
B. Scanning

C. Gaining access
D. Persistence
Correct Answer: B

Reference: https://blog.stealthbits.com/finding-microsoft-sql-server-targets-sql-attacks/

QUESTION 3

While reviewing some audit logs, an analyst has identified consistent modifications to the sshd_config file for an
organization\\'s server. The analyst would like to investigate and compare contents of the current file with archived
versions of files that are saved weekly. Which of the following tools will be MOST effective during the investigation?
A.cat*|cut—d‘’ —f25,7

B. more * | grep

C. diff

D. sort *

Correct Answer: C

Reference: https://www.tldp.org/LDP/abs/html/filearchiv.html
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QUESTION 4

A company that maintains a public city infrastructure was breached and information about future city projects was
leaked. After the post-incident phase of the process has been completed, which of the following would be PRIMARY
focus of the incident response team?

A. Restore service and eliminate the business impact.

B. Determine effective policy changes.

C. Inform the company board about the incident.

D. Contact the city police for official investigation.

Correct Answer: B

QUESTION 5

Which of the following technologies would reduce the risk of a successful SQL injection attack?
A. Reverse proxy

B. Web application firewall

C. Stateful firewall

D. Web content filtering

Correct Answer: B

Reference: http://www.enterprisenetworkingplanet.com/netsecur/article.php/3866756/10-Ways-to-Preventor-Mitigate-
SQL-Injection-Attacks.htm
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