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QUESTION 1

What is the essential difference between an "Ethical Hacker\\' and a "Cracker\\'?
A. The ethical hacker does not use the same techniques or skills as a cracker.
B. The ethical hacker does it strictly for financial motives unlike a cracker.

C. The ethical hacker has authorization from the owner of the target.

D. The ethical hacker is just a cracker who is getting paid.

Correct Answer: C

QUESTION 2

What is the name of the software tool used to crack a single account on Netware Servers using a dictionary attack?
A. NPWCrack

B. NWPCrack

C. NovCrack

D. CrackNov

E. GetCrack

Correct Answer: B

QUESTION 3

A particular database threat utilizes a SQL injection technique to penetrate a target system. How would an attacker use
this technique to compromise a database?

A. An attacker uses poorly designed input validation routines to create or alter SQL commands to gain access to
unintended data or execute commands of the database

B. An attacker submits user input that executes an operating system command to compromise a target system

C. An attacker gains control of system to flood the target system with requests, preventing legitimate users from gaining
access

D. An attacker utilizes an incorrect configuration that leads to access with higher-than- expected privilege of the
database

Correct Answer: A

QUESTION 4
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There are two types of honeypots- high and low interaction. Which of these describes a low interaction honeypot?

Select the best answers.

A. Emulators of vulnerable programs
B. More likely to be penetrated

C. Easier to deploy and maintain

D. Tend to be used for production

E. More detectable

F. Tend to be used for research

Correct Answer: ACDE

QUESTION 5

What are the three phases involved in security testing?
A. Reconnaissance, Conduct, Report

B. Reconnaissance, Scanning, Conclusion

C. Preparation, Conduct, Conclusion

D. Preparation, Conduct, Billing

Correct Answer: C
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