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QUESTION 1

Which of the following would make it more likely that a cloud provider would be unwilling to satisfy specific certification
requirements? 

A. Resource pooling 

B. Virtualization 

C. Multitenancy 

D. Regulation 

Correct Answer: C 

With cloud providers hosting a number of different customers, it would be impractical for them to pursue additional
certifications based on the needs of a specific customer. Cloud environments are built to a common denominator to
serve the greatest number of customers, and especially within a public cloud model, it is not possible or practical for a
cloud provider to alter their services for specific customer demands. 

 

QUESTION 2

APIs are defined as which of the following? 

A. A set of protocols, and tools for building software applications to access a web-based software application or tool 

B. A set of routines, standards, protocols, and tools for building software applications to access a web-based software
application or tool 

C. A set of standards for building software applications to access a web-based software application or tool D. A set of
routines and tools for building software applications to access web-based software applications 

Correct Answer: B 

All the answers are true, but B is the most complete. 

 

QUESTION 3

Unlike SOC Type 1 reports, which are based on a specific point in time, SOC Type 2 reports are done over a period of
time. What is the minimum span of time for a SOC Type 2 report? 

A. Six months 

B. One month 

C. One year 

D. One week 

Correct Answer: A 
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SOC Type 2 reports are focused on the same policies and procedures, as well as their effectiveness, as SOC Type 1
reports, but are evaluated over a period of at least six consecutive months, rather than a finite point in time. 

 

QUESTION 4

Which of the following statements about Type 1 hypervisors is true? 

A. The hardware vendor and software vendor are different. 

B. The hardware vendor and software vendor are the same 

C. The hardware vendor provides an open platform for software vendors. 

D. The hardware vendor and software vendor should always be different for the sake of security. 

Correct Answer: B 

With a Type 1 hypervisor, the management software and hardware are tightly tied together and provided by the same
vendor on a closed platform. This allows for optimal security, performance, and support. The other answers are all
incorrect descriptions of a Type 1 hypervisor. 

 

QUESTION 5

Which of the following technologies is NOT commonly used for accessing systems and services in a cloud environment
in a secure manner? 

A. KVM 

B. HTTPS 

C. VPN 

D. TLS 

Correct Answer: A 

A keyboard-video-mouse (KVM) system is commonly used for directly accessing server terminals in a data center. It is
not a method that would be possible within a cloud environment, primarily due to the use virtualized systems, but also
because only the cloud provider\\'s staff would be allowed the physical access to hardware systems that\\'s provided by
a KVM. Hypertext Transfer Protocol Secure (HTTPS), virtual private network (VPN), and Transport Layer Security (TLS)
are all technologies and protocols that are widely used with cloud implementations for secure access to systems and
services. 
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