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QUESTION 1

A system designer needs to factor in CIA requirements for a new SAN. Which of the CIA requirements is BEST met by
multipathing? 

A. Confidentiality 

B. Authentication 

C. Integrity 

D. Availability 

Correct Answer: D 

 

QUESTION 2

The risk committee has endorsed the adoption of a security system development life cycle (SSDLC) designed to ensure
compliance with PCI-DSS, HIPAA, and meet the organization\\'s mission. Which of the following BEST describes the
correct order of implementing a five phase SSDLC? 

A. Initiation, assessment/acquisition, development/implementation, operations/maintenance and sunset. 

B. Initiation, acquisition/development, implementation/assessment, operations/maintenance and sunset. 

C. Assessment, initiation/development, implementation/assessment, operations/maintenance and disposal. 

D. Acquisition, initiation/development, implementation/assessment, operations/maintenance and disposal. 

Correct Answer: B 

 

QUESTION 3

Company XYZ has purchased and is now deploying a new HTML5 application. The company wants to hire a
penetration tester to evaluate the security of the client and server components of the proprietary web application before
launch. Which of the following is the penetration tester MOST likely to use while performing black box testing of the
security of the company\\'s purchased application? (Select TWO). 

A. Code review 

B. Sandbox 

C. Local proxy 

D. Fuzzer 

E. Port scanner 

Correct Answer: CD 
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QUESTION 4

The risk manager has requested a security solution that is centrally managed, can easily be updated, and protects end
users\\' workstations from both known and unknown malicious attacks when connected to either the office or home
network. Which of the following would BEST meet this requirement? 

A. HIPS 

B. UTM 

C. Antivirus 

D. NIPS 

E. DLP 

Correct Answer: A 

 

QUESTION 5

Company ABC has recently completed the connection of its network to a national high speed private research network.
Local businesses in the area are seeking sponsorship from Company ABC to connect to the high speed research
network by directly connecting through Company ABC\\'s network. Company ABC\\'s Chief Information Officer (CIO)
believes that this is an opportunity to increase revenues and visibility for the company, as well as promote research and
development in the area. 

Which of the following must Company ABC require of its sponsored partners in order to document the technical security
requirements of the connection? 

A. SLA 

B. ISA 

C. NDA 

D. BPA 

Correct Answer: B 
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