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QUESTION 1

A security manager has received the following email from the Chief Financial Officer (CFO): 

"While I am concerned about the security of the proprietary financial data in our ERP application, we have had a lot of
turnover in the accounting group and I am having a difficult time meeting our monthly performance targets. As things 

currently stand, we do not allow employees to work from home but this is something I am willing to allow so we can get
back on track. What should we do first to securely enable this capability for my group?" 

Based on the information provided, which of the following would be the MOST appropriate response to the CFO? 

A. Remote access to the ERP tool introduces additional security vulnerabilities and should not be allowed. 

B. Allow VNC access to corporate desktops from personal computers for the users working from home. 

C. Allow terminal services access from personal computers after the CFO provides a list of the users working from
home. 

D. Work with the executive management team to revise policies before allowing any remote access. 

Correct Answer: D 

 

QUESTION 2

The manager of the firewall team is getting complaints from various IT teams that firewall changes are causing issues.
Which of the following should the manager recommend to BEST address these issues? 

A. Set up a weekly review for relevant teams to discuss upcoming changes likely to have a broad impact. 

B. Update the change request form so that requesting teams can provide additional details about the requested
changes. 

C. Require every new firewall rule go through a secondary firewall administrator for review before pushing the firewall
policy. 

D. Require the firewall team to verify the change with the requesting team before pushing the updated firewall policy. 

Correct Answer: A 

 

QUESTION 3

A small company has a network with 37 workstations, 3 printers, a 48 port switch, an enterprise class router, and a
firewall at the boundary to the ISP. The workstations have the latest patches and all have up- to-date anti-virus software.
User authentication is a two-factor system with fingerprint scanners and passwords. Sensitive data on each workstation
is encrypted. The network is configured to use IPv4 and is a standard Ethernet network. The network also has a captive
portal based wireless hot-spot to accommodate visitors. Which of the following is a problem with the security posture of
this company? 

A. No effective controls in place 
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B. No transport security controls are implemented 

C. Insufficient user authentication controls are implemented 

D. IPv6 is not incorporated in the network 

Correct Answer: B 

 

QUESTION 4

A software development manager is taking over an existing software development project. The team currently suffers
from poor communication due to a long delay between requirements documentation and feature delivery. This gap is
resulting in an above average number of security-related bugs making it into production. Which of the following
development methodologies is the team MOST likely using now? 

A. Agile 

B. Waterfall 

C. Scrum 

D. Spiral 

Correct Answer: B 

 

QUESTION 5

Which of the following refers to programs running in an isolated space to run untested code and prevents the code from
making permanent changes to the OS kernel and other data on the host machine? 

A. Input Validation 

B. Application hardening 

C. Code signing 

D. Application sandboxing 

Correct Answer: D 
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