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QUESTION 1

Staff from the sales department have administrator rights to their corporate standard operating environment, and often
connect their work laptop to customer networks when onsite during meetings and presentations. This increases the risk
and likelihood of a security incident when the sales staff reconnects to the corporate LAN.

Which of the following controls would BEST protect the corporate network?

A. Implement a network access control (NAC) solution that assesses the posture of the laptop before granting network
access.

B. Use an independent consulting firm to provide regular network vulnerability assessments and biannually qualitative
risk assessments.

C. Provide sales staff with a separate laptop with no administrator access just for sales visits.
D. Update the acceptable use policy and ensure sales staff read and acknowledge the policy.

Correct Answer: A

QUESTION 2

Which of the following authentication types is used primarily to authenticate users through the use of tickets?
A. LDAP

B. RADIUS

C. TACACS+

D. Kerberos

Correct Answer: D

QUESTION 3

The sales team is considering the deployment of a new CRM solution within the enterprise. The IT and Security teams
are members of the project; however, neither team has expertise or experience with the proposed system. Which of the
following activities should be performed FIRST?

A. Visit a company who already has the technology, sign an NDA, and read their latest risk assessment.

B. Contact the top vendor, assign IT and Security to work together to implement a demo and pen test the system.

C. Work with Finance to do a second ROI calculation before continuing further with the project.

D. Research the market, select the top vendors and solicit RFPs from those vendors.

Correct Answer: D
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QUESTION 4

A WAF without customization will protect the infrastructure from which of the following attack combinations?
A. DDoS, DNS poisoning, Boink, Teardrop

B. Reflective XSS, HTTP exhaustion, Teardrop

C. SQL Injection, DOM based XSS, HTTP exhaustion

D. SQL Injection, CSRF, Clickjacking

Correct Answer: C

QUESTION 5
Drag and Drop the following information types on to the appropriate CIA category

Select and Place:

Digital Signatures Availability
Encryption Confidentiality
Load Balancing 1
Hot Site

DoS Attacks
Steganography
Checksums

Integrity

Hashes X )
Access Contr‘&iﬂlﬁﬁ;ists
Data Classifications

Correct Answer:
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Digital Signatures

Integrity

Encryption

Confidentiality

Load Balancing

Availability

Hot Site

Availability

DoS Attacks

Rvaiiability

Steganography

Confidentiality

Checksums

Integrity

Hashes

Integrity

Access Contr‘éﬁ?sts

Confidentiality

Data Classifications

Confidentiality
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