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QUESTION 1

Which of the following is NOT a type of penetration test?
A. Cursory test

B. Partial-knowledge test

C. Zero-knowledge test

D. Full knowledge test

Correct Answer: A

QUESTION 2

Which of the following requires all general support systems and major applications to be fully certified and accredited
before these systems and applications are put into production? Each correct answer represents a part of the solution.
Choose all that apply.

A.NIST

B. FIPS

C. FISMA

D. Office of Management and Budget (OMB)

Correct Answer: CD

QUESTION 3

Which of the following risk responses delineates that the project plan will not be changed to deal with the risk?
A. Acceptance

B. Mitigation

C. Exploitation

D. Transference

Correct Answer: A

QUESTION 4
A security policy is an overall general statement produced by senior management that dictates what role

security plays within the organization. Which of the following are required to be addressed in a well
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designed policy?

Each correct answer represents a part of the solution. Choose all that apply.
A. Who is expected to exploit the vulnerability?

B. What is being secured?

C. Where is the vulnerability, threat, or risk?

D. Who is expected to comply with the policy?

Correct Answer: BCD

QUESTION 5

The Information System Security Officer (ISSO) and Information System Security Engineer (ISSE) play the

role of a supporter and advisor, respectively. Which of the following statements are true about ISSO and

ISSE?

Each correct answer represents a complete solution. Choose all that apply.

A. An ISSE provides advice on the impacts of system changes.

B. An ISSE manages the security of the information system that is slated for Certification and Accreditation (CandA).
C. An ISSO manages the security of the information system that is slated for Certification and Accreditation (CandA).
D. An ISSO takes part in the development activities that are required to implement system changes.

E. An ISSE provides advice on the continuous monitoring of the information system.

Correct Answer: ACE
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