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QUESTION 1

Mark works as a Network Administrator for NetTech Inc. He wants users to access only those resources that are
required for them. Which of the following access control models will he use?

A. Discretionary Access Control
B. Mandatory Access Control
C. Policy Access Control

D. Role-Based Access Control

Correct Answer: D

QUESTION 2

Which of the following techniques are used after a security breach and are intended to limit the extent of any damage
caused by the incident?

A. Safeguards

B. Preventive controls
C. Detective controls
D. Corrective controls

Correct Answer: D

QUESTION 3

Which of the following NIST documents includes components for penetration testing?
A. NIST SP 800-53

B. NIST SP 800-26

C. NIST SP 800-37

D. NIST SP 800-30

Correct Answer: D

QUESTION 4

Which of the following is a standard that sets basic requirements for assessing the effectiveness of computer security
controls built into a computer system?
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A. FITSAF
B. TCSEC
C. FIPS
D. SSAA

Correct Answer: B

QUESTION 5

Which of the following objectives are defined by integrity in the C.I.A triad of information security systems? Each correct
answer represents a part of the solution. Choose three.

A. It preservesthe internal and external consistency of information.

B. It prevents the unauthorized or unintentional modification of information by the authorized users.
C. It prevents the modification of information by the unauthorized users.

D. It prevents the intentional or unintentional unauthorized disclosure of a message\\'s contents .

Correct Answer. ABC
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