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QUESTION 1

Which of the following refers to an information security document that is used in the United States Department of
Defense (DoD) to describe and accredit networks and systems?

A. FIPS

B. TCSEC
C. SSAA
D. FITSAF

Correct Answer: C

QUESTION 2

You work as the project manager for Bluewell Inc. You are working on NGQQ Projectyou\\'re your company. You have
completed the risk analysis processes for the risk events. You and the project team have created risk responses for
most of the identified project risks. Which of the following risk response planning techniques will you use to shift the
impact of a threat to a third party, together with the responses?

A. Risk acceptance

B. Risk avoidance

C. Risk transference

D. Risk mitigation

Correct Answer: C

QUESTION 3

ISO 17799 has two parts. The first part is an implementation guide with guidelines on how to build a comprehensive
information security infrastructure and the second part is an auditing guide based on requirements that must be met for
an organization to be deemed compliant with ISO 17799. What are the 1ISO 17799 domains? Each correct answer
represents a complete solution. Choose all that apply.

A. Information security policy for the organization

B. Personnel security

C. Business continuity management

D. System architecture management

E. System development and maintenance

Correct Answer: ABCE
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QUESTION 4

Which of the following assessment methodologies defines a six-step technical security evaluation?
A. FITSAF

B. FIPS 102

C. OCTAVE

D. DITSCAP

Correct Answer: B

QUESTION 5

Which of the following statements best describes the difference between the role of a data owner and the role of a data
custodian?

A. The custodian implements the information classification scheme after the initial assignment by the operations
manager.

B. The datacustodian implements the information classification scheme after the initial assignment by the data owner.
C. The data owner implements the information classification scheme after the initial assignment by the custodian.

D. The custodian makes the initialinformation classification assignments, and the operations manager implements the
scheme.

Correct Answer: B
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